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1 

WByas«£»ttJl-*xai, mj|2^ttJ^h,fcBiJSiJ^®- 
Iti»*t5iak, «Ha5!**tifc«»*rlllHBBlB!l 

ss«a»e>aflri-sxafc* B9Eg«£jh,5W«K£<5^ 

[M3R42] aaiSEPB9»«ti, r Ku^^-^irmilE 
HlB!lSWfcolIB-eil»E*y h!7-**^LTa*flrSiT,<5 

cp> y*— ^-cfc« t -t-anwwi 2 ices* 

[»*«4] rnilET Ku-^ffiJDar^yfe— ^f±H9E 
RPB!l3S«lc»j£i-* i PTKi/^r/MAcr K^* 

[w#* 5 ] mmmmwn, i*o*yH7^r 

K^^^^^^^-^fU WE*«o* 
3, h^-n K^oio«cftH-r5HlB!l»«**e>J6* 

*1-*W#*i KE«^#ifco 

f^^r-7'/n^jn6i^ i pt ki/^*«*. 

«7-^^»jtti-^B3BflfiB^e>lS*/ 5/*fe-^€rgffi- 

[»**9] H»Ef»*tt. HuE*ttJ$^SiB'JS«^ 
SNMP* yt-i?&mmirZ>Zk\z*: 9g*$WC 
i 1-5 1 KE**>2rj6 0 

ep^b o * >r ri^Mt ^ fPByss * -r ^ * * 

[»#*l l] BSEa«$^5««tt, fuE4&tt£*b 
feBBd»H©aiSd«Mfi«rK^<i*.-5C £ Sr«F*fc1-S8* 
^1 0fcE«o;frJfc o 

2] vh^a-«m»E*y hy-^ic: 

1 fcE*^;frJfeo 
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v^r, >- h^ra-tc^ii-r^as^x-^^-^t^yy 

k t5»*fl 1 fcE*o*ffi. 
[»*Si 5] iSIEaHf- 1 PT Ku^, ma 

II 1 4 KEtt^Jfco 

[»#9U 6] milS^y v h^-R^x-*^-* 

a*xu:«;iS£fc£#»fci-s»*9i 4KiE«a># 

[W*j5i 7] WE** hy-^±oy-^7f-v 
>?*<di^<dv ^fcomtRZ^mi-zjiUk, mmm 

v h^ra-^LTWB'JI-Sct 5t-HfJE!7-^^^-iX 

20 1 6 l£E*<0#&, 

[W#>Sl 8] fulE^y V h^ra-fc»UTBlBiJi-« 
«fc 5 1-iuE!? — ^^-r — v-3 >SrR*i"5XSfi, HuE 

:/y x h^a-tc^/s-r^^y ^ h K7^r^«mtE!7— 

9] mJlS^y h^a-R^-*^-* 
fc»JE1-S ^y ^ N3r^-^> h y SrttSftlESSO 
BlB'JSS^ 9 *, 1 o<afiPB«S«<a#rfc* IP7Ki/7fc 
^ttlt^Igi:, ^y > hap-a-*simE*ffcft I PT K 
30 i»x{zm<5< mMmt*<DtiiKMiim I PT Kv 

^o^ffl^JC^U-CWESBtSSi-S^y ^ h^-a— OR* 
^Mtr^5xat, miESf^^I PT KW*(0«ttHOE 

fit, mjis^y ^ h^^-c^t^yy >- 

h y ^c^oV^r 1 pt K^*«*r*-5iafc*:Xfc 

[IS^«2 0] mJisy y v h^a-R^-^^-^ 
WJStST'y ^h^^-cn^hy Sr*r<5WE«»^ 
WBSSSaw ^ % 1 oroffBSS«^^*«S'J««Sr«ttI 
WE3Rfc*»9««o*ffl^*E»U'C, m 

40 E^y ^ h^*-jc»j6i-s*>E^y > h^ra-^^ h 

y Jciisv^-CBuEKSUtilPWSrlSJS-t-^xai:. 

ME*f fc ttBWJ flMR^ iot MlBfi" 5 IS i * JE tc« 
Sw^*r#»i: 1-511**1 4^E«o*» 0 

[ft** 2 1] itiEMJflmtt^y y h#a-4 w 
[31*922] fflEKsuwan. ^y^h^r^-^w 

50 [»3k«2 3] K#©^y 
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ltd** 2 6] yy yh^a-^ift^-eMts 

«-*-5Xfi£, OTB*- ifiStR^SffJc/S^L-r, buIE 

2 4 KtB«o*8s 0 

tvy-d^y > h^-m^na^y ^ h ^g^tfit 
Jim* 

Sr««cMtC7K-y ^^-TSXSi:, WIBSU8iJ3$B^^ 
*f 1- £ II * H (cfl * & i t *«* fc f * M*« l 

[«*«2 9] *y h7-^HMt5»^Wm 
■ Sr«ai"S*y hr7-^«aS«-CfeoT, (a) mi 

(b) miE«m$^H]»J««^tt#Sr**i-5XS 
(c) llAES«$H^1*««:mie^Mtt1Ed^S« 
1-*Xfi*:, (d) HuIBgffiT Sft*«#U:iS<5^"CiiME 
WBdSMfcaM-S^y ^ h*a-fcffesfc1-5ifi£fr«l 

[11*93 0] S9ffiPnBiJ«BH, rKwt^iH 

[fit*9 3 1 ] falST K^«9it^ yt-^liD 
HCP^ y*— S^fcSii«r#*fc-f-5t(l**3 OK 

[«**3 2] ffufET K^»9at^ y-fe— ^ttW 
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4 

IBH]giJS«l-*MS-t"S I P7 Ku^MMACT Ki/^ 
[»*gi3 3] fffltBHljBtlttBtt. h!7~* 

Bo 

jo [ff*«3 4] Htiiaaas^^s/ hi7-^r Ku-^ttfc 

9 3 3^E«0*y hl7"^f®8S 0 
[»**3 5] SMB«»0>*s/ h!7-^T KW^Ji/u 

tf^*€r*F*fc1-S»#*3 3fc|BttO*y h !7 — ^® 
S^Bo 

[ff*9 3 6 ] ftj|BWJ^Bfi> ffiflS* s> h !7 — * Sr 

[W*9 3 7] 89ffi*«tt. Ittl&MU^tb^PPBiJttB 
— S NMP^ y-fc— S>Sr2&f»1-5C i: tdjz 5 55*^^5 

[ W*9 3 8 ] mfflBSfS $ *v* tiMR*!, iiulEtfttti $ *i 

i:€rW*i:1-5»*q(2 9KUB«M>*y M7-^M« 
Bo 

50 [11*93 9] l!WB*«**u5W«r±, «tlB*ffl*n 
9 3 8\ZK1St(D*>y h!7-^flgl 0 

IB* ^y-^ fc#LT4»-*-SlMrJEfc«*S C t 
^#m<^i-Sff*9 2 9^ia«l<o*y hy-^flg 
Bo 

[ w*« 41] huis^ y >* h ^ -it— a »Bf -&<Dm> 

^ [»** 4 2 ] nffiB*-fttt, ^ y ^ h * ~ -k^x- 
t^^y > h^-3LV h y Srf^«-J--5xa*r«:fc«?La 

[!»*9 4 3 ] HUlBia^-^H I P7 K^, MA 
C7K^, ^y^h^=.-^, HtjfE^y ^ b*~-k 

B«*«^»j£i-Sffl««*fc*tfCi«r#*fc1-5l(l* 
9 4 2U1K«0** h!7-^fIgS 0 



5 

*fMrt-s xa*w;:«*.3 ^ t t 4 

^f-^a ^SrRSI-axa*: ^I{:ft5: £ £ 
4 7 ] Huta^ffifi. mm? y ^ h * -rs 

%r1z% I PT Ku^O^m^j^^LT^i-^ialB^y 
v h*=.-<D®i£*WffiirZj:Uk, «HB*ffcfti pt 

5^y ^ h y t^j^r I PT KU*ME0f 

i-5xai«rM«c«*.Swt«r*M»4:i-5ll»**4 2 Ic 

4 8 ] H9IB*jfef±, fulB^* y v h * ^ 
r-^^^C^fS^y >- h^f^-zn^ h y £*rt- 

-3i^hy-eW1B«3iJW««r3E*ri-Sxai, *s>h!7 
!7-^^f-y 3 ^tuis^y 
mjtEfrfc fcHJMfim tc J: o X JEJR1- Sltt^flcf 
x.S-i:Sr1#«ti-5»**4 2fclB«<0** 

[fflt*44 9] j§uiE«»JW«tt:/y ^ 

[H*9 5 l ] gEfftf^y ^h^ra-oSk3&«BfK^>» 

<o #v^-e^ -t^RpjsysatcMLTtt^y vh^a 
[»*95 2] WiE^fefi, ^y >- ^a-ti^fc 



(4) ^ffi 2003-150352 

6 

^-^«r^i-5xaSrMtc«x.5 C £ 
#4 2 9K:|B«0>*3> S7-^SI8Sc 
I«#S5 3] iitjfE^— l^-Y y^7x-^n^y ^ h 

^r1#m^i-^ff*45 2fce«to*y h!7-**3« 

So 

[«*S5 4] tulE^y ^ hae-^-fc^ftfcfis-eflsris 
BlBiJ»Wc|Bi-*«««:a»-J-5xat, itulE^-* !>V 

n^tt#icis<5v>r^iE^y^gic:^-r5 7 p y > 
»-«rfp«raxai: £«tx* c t *«» ti-sw** 

SrlttUfcttHi^-y ymxgi, h9«BB3»JS«oKS 

Sff1"5xatS:H^«x.Swi:Sr4*»i:i-S»*«2 9 
[»**5 7] ^^b^-^^IStS^tc^^ 

WlB*y M7-^^»tti-5WS!lK«Sr»tUi-<5Xa 
WIB»ffl**ufcBIg0aSB^«*fcK*i-5xafc. 
WlB***ixfc«a«rttlEB3ai»lld»feSl«i-Sxa 

^^y > h*a-fcfprti-*xak 

[»**5 9] BUBBT KU-^#J9Sr> yfe— S^ttD 
HCP^ yt-^fc5i^Sr»»i:t5ll#«5 8 (c: 

[W*3S6 0 ] huBET KU^fJ^t^ y-fc— ^ttW 
I5BU8y»«J-*tl£i-5 I PT Ki/^WMACT Ku^ 
$r^t^C t ^#m^:-t-aft*45 8 IdfB^^^ea.- 
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[ft** 6 2 ] ffllBttft0>*? K^lifc 

y Q 

[ft** 6 3] HtilS*»0*s/ h!7-^T Ku^fi/u 
— 7^ isjfT— 7Mz<g&tiZ>1g.&<D I P7 Kux*^ 

[Ht**6 4] 89«EHlg!l3S»tt, WIB*!X h!7-*£r 

[11**6 5] milB»#tt. «rlB«iai$tufeH3BiJ3fi« 
C££#m<i:i-5sl!**5 7 (clS^con^t'^-^^ff 

££#m£-r5fli**5 7lrfB*0=^t^3. — ^UtT^r 

[»**6 7] wiaa«*tu5W«r±, siiis^m^n 

£#t»^-f Si«**5 7tc|E«0= ^tfa-^UfT^Jffi 

[ft** 69] miHE^y^h^ * n&G>Bnea>» 
#m^i-^ii**6 8 fct5«w3>tr*-^^tf^rte* 

[W**7 0] mllB^Sxte, T'yyh^a-^f" 

x-^Sr^tf^y > h h y Sr^tSIl^ 

SEMt;i5::£€r^»£1-5»l**5 7lc|S^c7>3i>t 0 

[if** 7 i ] iuiEia^-^m i pr ku^, ma 
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<? 

«t5ia«l-f^5i t *#» 7 0 K 

[ft** 7 3 ] fl1JK*ffifi, WIB* v h ? - ^ ±<D V 
-k<Z>*S38W y >^ +(D 1 0(7) y <z>ffl«SrSfSi"-5x 

70 #$t£-r5fit**7 2^|S«^3>tr^-^*fr^Tte* 
[»**7 4] Huffily > h^-^LTJWJI-S 

^y yh^raH^ewyyh K9-f^*rttlBi7- 
5f!f**7 3 (dfE^0 3i ^t 0 ^.-^^tf ^T^^^nir^ 
[ft** 7 5 ] UMBifrfeti:, Sifffi:/ y >- h * * -Rjg 

4IP7 Ku^co^ffitci^L-CHuBBit/Si-S^y > h 
^^-cD^^^Mfff «HB«fc*I P7KU 

IB^y v h ^-^v h y tcas^T I PT Ki^^SrJ5«r 
t5lS^SrIlcix.5Ci $r#m^i-^ff** 7 01: 

[ft** 7 6 ] ffle^Stt, tulB^ y > h ^ -89:^ 

i^tt> salary j^witi-swia^y ^ 

h *y h 17 — $y — 9*7- — >tM^ ] J 
a 4: ^Mtcii^ 5 r i: <k 1"-5S ** 7 0 CIB^^ 

[»**7 7] OTEWUflMitt^y ^h**-**:* 

[»**7 8] wss»»uwir«in, mjis^yvh^r^- 

[ft** 7 9] Wcft<DzfV ^h^a-o*d*Bfr*o* 

-*«f^fiS:$ix^v>i4:Sr#»ti-2>»**5 7 ^BS«o 

[W**8 0] I9E*J£»±, ^y^h^r^-^^fc 
50 *(!ittE*y h^-^loy-nr-^a >\z.tt1rZ> 
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a-- if -f v * 7 a - * £r$itfc-r 5 * - tr* ? ^ y 

[MM8 1] ftjIS^-if-r >-^^^-^fimjBS^y 
r t -f 5 If M 8 0 (c|E^(D =2 v tr * - * Sifr 

[MM 8 2] fuisyy v h^ra — Sr^ttlM^-ef^ric 

~ - fcffdJi- ^ ii t &m x. z> c: t $ri#m t i- s mm 

3*M&Sr««1-3Ci*4»«fci-5MM8 1 KUBHo 

B0»«^K***a6{b bfc*>5d»«r*U*-t'SXa t , mlf2 

h^*-«rM«f-r5xat«r3E«-flli5wi«r#»i:-i- 
5MM5 7^BE*^=^f3. — ^HtT^Tl!B*^n-fe^ 

[MM 8 5] M7-^Jc»jK-r5**wBJ«ISi 

*y h!7-^lc»K-J-Sff«ia6«tr»Bi-axafc, S5 
IB»fflSJxfcBi«JB«^flMR«r**-f-5xat, mlfE^ 

***tfcfl»««riniaHi«i«!ii*>?>aflri-5xai. me 

[MM8 6] WffiPnBSKBtt, 7K^t-/<i:lil 

ttt^ftS:: i:*:WKi-J-3MM8 5 MSE^O^ Vfc^ 

[MM 8 7] HtJBET KU^fJ«9 lt> yt-^liD 
HCP> **-S*TfcSi£«r4«*i1-5MM8 6 \z 
IS® co = v f ^ - * pT^ISIS^^o 

[MM 8 8] tulST Kl^^*J9 atp* yfe— S^iTO 
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JO 

tzft}mmm\zftjfci-% i pt k^wmact ki/^ 
«r*tf £ t t 1- *mm 8 6 \^m<D = >- e^. - 

[MM 8 9] BJEfiPJ8!l8Ktt, »R<D*y h!7-* 
SSMttKHai PTKu*Sr*tf£i«rfflKfc-t-SM# 

s 9 icia*o =3 ^ e ^ - ^ ^rttsatiJSEfro 
[mm 9 i] newft^^^ hv—*Tvi'x\±fi' 

[MM 9 2] HufBepgiJSWi, ttlB*s> hv-f* 

20 1-5CtfcJ:9»ttJSix5ii:Sr1»»fci-SB|*:«8 5 
[»*«9 3] H«IE««fi. RtrlBttU^^^MSa 

[mm 9 4 ] mresfi £ tw ffrettu $ ft 

3^ [M«« 9 5 ] UWBSfll * HS mllE^m * ft 

[»^9 6] mlfE^fefi, fulB^y ^h^^-?rfa 
h 17 - * Jc»ur^*-f-Sxa*:Klw«x.5 w t 

[MM 9 7] ftfjta^y x h^a-tt— tt©Bffft«>« 

BJ«c!Sor«Ha*y N7-^ ^U^$ti5:t $r 

IMM9 8] wtB*ffitt, yyyF^- 3 ^f- 

^^^•tf^y isY*~-^^ V y fc{fi3S1-3xa«r3Efc 
[MM 9 9 ] gflfBsS:^— * « I P7K^, MA 

C7K^, ^yyh^-^, mifs^y >- h^^-i: 

B«»«fc»JCi-5fflM«l8«:*tfwiSr»»i-*-SM* 
5^ 3S9 8fc|B«^=Vfc-^-^^TKI2tgiKflSo 



-6- 



[«*«iooi m&Jfm\z, MiE^y ^h^^-s 

{WM-sxa**ic»*.s r t Tzmxm 9 s 
i-Etta* 3 > e =. - * T5jttiE«m# 0 

[WtfJSi 0 1] WE^tttt, (MB*y hi?-*-h<7> 
Iii, H«rEig«iaSSLT, milS 1 00 y v^lr^t) 

SJ: 5(-huIB!7~^^x-V3 >SrS:^i-§xmtt, iff 
IB^y v haf-a-lcWJtSi-S^y > h /*SrlWK!7 

[»#* 103] «lE*jfefi. HfttS^y ^ h * ~ — K 
^f-^^-^^jst^^yyh^ra-xy h y ^* 

I PT Kf**r«ttrt-SI«*, wis^y^h^r^.-^ 
H?fcftIPrK^WS^<J:5l^ BfrlBSlJ8'JS«o«f 

^t<c 1 pt Ku^ot*m^it*uriWriB#ij:i-5^y ^ 

h^rzx-co^^^lEff1-^xm^> fflE*rfc* I PT K 

stjE^y^h^-^vhyt^v^-ci ptk^^i 

[«*ai0 4] ME*»Ji. 8fiE:/y ^h*~-R 
**o#j£i--5:/y v — h y ^ 
*i-5g9E*«<oHigijaSKo 5 -h l o©HlJ»|*ll^*ffc 
fcHWg'Jttf* Sr» ttJi- 5 XS fc N bSE^t fc &«BiJ »*&tf>;& 

> h^r^-oi^ h y ^^3v^■c*^E«swa«:M«fi-sx 

* a - £ ©»JM SrflftESff fe* W3'J« *l- «tot K*f1- 3 
Ii t X * S r fc SrtttR <h "f 5 9 8 icE^ 
(7) =r > b 0 ^ - * i*ttE««fle e 

o 5] H»E»sij««tt^y yh^-^^ 

[»#«10 6] i!irEIWS«Jtfr«Mu ^yyh^r^-?r 

EHi&<£> = > t 8 ^ - * WKEtSJKffc, 

[»#*1 0 7] BMF^y ^h^ra — ©*jfl«Bf3ew 
SfcJ: ^oHlJBlKWdHU-Ctt^y^h^ 
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If 8 5 \zmm<D * *TKE«jKf*:. 
[W#*l 0 9] h«E3.— Sf>f ^^73:-^HhuE.^ 

*Ji£Eiti£#o 

io] tuE^y ^ *r^tt*ftn*ff5 
70 j£1-£X|£te N iiilE^-fV y^7x- SHE* 

s^tf«^-S<5v^rH^iEWJ8^fiB^-»^s-t-5 7 p y > h 

^ 1 0 8^E^O=2>-t^-^pTRE1S^fro 
[11**1 l l] itTE^.— if-O-^^zc— mfe 

20 i-5«ft«r»fti-SCfc«r*»l:i-S«l**l 0 9 KE 

1 2] WE*jfeW:, «fE*y h!7-^tcS 
«i"5H3gO«««rJtt«Wfc2K--y y^t5iat> fftE 

ER^*ftLfci*J«4^fc»8d*11fc»JC-J-5^y 
y h ^--^Mfr1-^X^t S:3S«-fllA.5 - t S:4»»t 
i" 6 8 5 ^E* <0=^fcTa-^pr REIt^^o 

[0 0 0 1 ] 

h^-^^aiKi-aBiJBijsiiicstisi-a^y ^ h^^- 

[0 0 0 2] 

[#%^cife] 2000*9^18 saii, TObject 
-Based Architecture For Supporting Network Device 
SJ <DXm%f¥fttim%$0 9/6 6 4,5 3 1 -5§-<DF*I^£r§| 

[0 0 0 3] 

* v > !7 - * ^flsj^ ^ y >- ^ itv^ t % 

50 [0 0 0 4] h!7-3r^^|| 
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£\ *y h!7-*«S#f±*<0fflgiJ3S«fc:#J9 

ar?>n57K^, WJ^s^^^oi, &t/fipgrj£i 
[0005] fc5^£<^giJiggK:ov^:/y 

Sfc* iK«ftHl8!l»«*rR«U»«)*ifc^-e*5-e*> 

[0 0 0 6] BffOayfa-^^y h — ^ ^<73En 

--Kov^T*^ftS^vrv^«RxE«^H*ft*lt^^tf4e>4 

V\ Ml-, ^y ^h**.— O^^^^M^fcofe^JC 

tt* ^©Wtfo^y ^ h^fa — t{e«-t-s±-c^— !f 
-RJtfffftoMfr^ it^^-^^f-vay^y 

[0 0 0 7] 

tfim£1nfcb%\zzr» >> h^a-waftfP^atfRK* 
» W tt* y h 3 ^fr»f fc * EpSd K ■ fc» tti 

*»Wtt*«*JxfcHi«H6«tJ:ov^-c^y > h*^-£ 
*»»ff-Cffi*U R*^S*fi*4S*^*<B*:J»l* 

So 

[0008] *^oio(oiiifi s *y bv-ficm 
$ tufetff^^rSm U Sit $ JxfcWWdK^TWMSS 
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[0 0 0 9] w^ft TK fcSiMJMio 
H-e*y h 17 — *S:^LTa£«£*LST Ki/7#J5at 
p'yfer-^SrtfcUi-aiiJJiJ:"?, ^g«J3£B£tfcmir5 
ri:S:$tfO^»*Uv^ *jg«tt, «»<0*y 

a-rs 0 

[ooio] *fcicffcs*ixfc:/y >b*~ 

^y > h^— *^<— *-e s T'y 

-J-Kii-f-SR^-r— ^Sr-^tr^y > h^-^v h y 
«:Mt5 0i«B*U\ ^y >- h^-R^-r-^-c 

-^ic^v h y &*ri-5:/y yh^r^-o^^t 
5yy^ Sr^tf ? * zf;<— ^*rf^J*i"S (DAW* tv \ 

#£LV\, RnB!l8«<75lo(OS?ffe*IPr K^"fc 

tfctau ^^TOJ^f ^t^^y y h^r^-^^ 
fc, HJWasn^jESi-sRjE^-^^-^^yvh^ 
a ^yh y ^^tts^^-^o^?rM^r-rsco^ 
»su\ ^y^h^ra-oaffcttussuflM** 

ftWU »ffc<cBWJW««rRlfci-5J: 5fc*y h?-* 

[ooii] &s±<DMmz*:*>. msmntotommi? 
y ^ h^a-*«fPriiSixJ.oR3£*ft5. pngog 

S^y ^h^^-R^-^Mff^tb, 
[0 0 12] **W^>ttKSr»S(ca»i-S^:*^± 
[0013] 

t:M«C5TCP/I PS«(^i^p h^/K- 

!7-^ 1 0j6*aW*3*LTl^6 Q *y h!7 — ^ 1 0\Zl%7 
— # ^f-Va yn S.T^1 2 t N -9— ^ l 4 >^y 
y^l5, 16, 17W18^ 7^yh^l9 
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7-? i $mmw2 <m, hv—tyv 1 5, 1 

*§J1SH2 0©KSfc*l6»J:ov^rttaT^H^»lllil 
y v^©»a^BBb-C*»W*rRWi--5**, 

[0014] y-^7->3 >i isr;i 211 v^-f 

^-^y-^f-v/a VI IX fit 1 2<D3— if#S 

[0 0 15] 4H *y bV-f 1 0_h(O{til<7> 

60 -0— 1 4 tt=t— tfV v*:^ — 3 2 h 
i-5*^36«3 lSrJEfc#^5 0 7 h 5/^ 1 9 
^n^ayi 1 1 2 ^fl^tt^J: 

[0016] H2tt, *y h!7-^fl^!2 0<7>^g|5 

»J#*:*U If— ^'<*4 RAM 
42t, ROM47t, ^yM7-^^f^7i-^4 
4M4 5^ 7nyh/^/Ky^7x^46^ 
I§^-r-<^^ (fixed disk) 5 0^^ CPU4 1 

* n:/p -fey RAM4 2|it-/W4 

O-ldfftK-U C PU4 1 fi-t<73|B«rtS'*rT^-fe^-Cir 
60 RAM42(iCPU41W^y7V^ 

^7AWi/- >r^**nftirZ>b%\^fo, CPU4 1 

li ^1S^:^ir^^ Vh$rRAM4 2^i^f^^^ 5 
0 t (Dm-?* V y % t V> 5 - £ tT* UT*5 

[0 0 17] ROM4 7(1. CPU 4 1 0>*6tMfr^>'— 
i/^y-J* ( TBIOSJ ) ^7^^^ <^^^^ 
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*4 4&tM 5(i20(7)^<M(7)^y bV — # << 1/ $ 

7 ^ 5 ^-e. * y vy-? t §mmw.2 0\±UT 

7ic-^4 4&LM 5*2, *r*Ve*K *y M7 — * 1 0 

sr^-f-a** h 9-*<gmmw2 0^7 h7-^ 1 0 

P F3/U4 8&tM 9 ^tt^o 0»J*.fif, hn;l/4 
8&rJ ? 4 9liTCP/l P, HTTP, SNMP, DH 
70 CP, 2it/*«3iffl^tOWBy^o ha;u^tP^©ft© 
JBftlO*y h!7-*:/n h=/u«r$tfw t # T? # 3 # . 

[0 0 18] 7d> h/^;i/-f y^7x-^4 6li^7 
h!7-^fI8!2 OWRttWufc^u 1 

[0019] @5£-r w 5 Ofi, r>f 
20 77A51, 77 D > h/^i/zfy^ 7x- * K^-Y^ 5 
2, h7-^>(y^7x-^ K7-f^5 3 S r-f W 

* h y 5 4, If— /^5 5. h^xT^^a-zUS 

^xl— #?y v-;u-;u5 9, yy y h K7>(^6 o, :/ 
i S:t^ ; eco{iiico7T-i'^6 2 &wtfei-z> 

iyCCPU4 1 (Ct 9^tr^T6gt?fcS^n^7^#^ 

TfeSo t^l/-7^y^7A5 1fiDOS^^W 
^U—T^V^v-;*^^ XtaWi n d ow s NT 

^u-f>fy^7A^fi6<, fcsisiun i 

V\, 7ny h/N'^;Ky^7x-^ K7^^5 2fi, 7 
p V h/<^yU2 1 fcilff t5fc*C7D V h^^/u-f V 

^7x^7 4 6 StU-tK- hi"S«t 5 (c^:tt^^^rv^So 
^mmm 2 o ^^i-^tcJ: 5 \z 2 o<D%m<n* v 

^4 4^4 5 SrlT-TK- ht5o 7^ny5 4ll 

KW-TSJ: 5Jc*y h t7 — ^ 1 0±<D^—tf\z£ K), X 
h 17 — ^ 1 0O^^A»a#JCj: h!7- 
1 0tc^ttSSlJS'JSS^«^^--t:^$r7 i ^-t^Ul. 
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ot-4: 9£{f$*u hr7-^W^^2 0 K 

i^B2 o \cx ywmzft%m*temimw&y-#- h 

<< /u&tfr ^ y >r— v a :/£^tr 0 
[0 0 2 0] 03ft f^ny5 4 <7) ^ yfy7 20 
^ny^B-CifeS, flMWfctt, h y 5 414 

mnwrnf^ is? hv 7 o ts > h^a-^fv 
h y 7 1 1. d—***?* \s? h y 7 2 ^^r^tfo 
Mflf>f h y 7 o 14, KTfcWOHMWfcRWI- 

tp 0 ^y v h^r^.— mzf^ h y 7 1 (4, zfv>? 
»»j««ar5^y v^tBAW#*r*y hy-^tisi 

fo5o u— tf*^-r h y 7 2f4 v *y hy-^fi 
*x-< h y £r-g*fr 0 1J— f^v^-f h y 7 2 ico 

[0 0 2 1 ] 1214*4, If— ^5 S^ayfyySrR^t 
Z>tz#><D7vy ^EI-?fc5o 1214 T?*p*»S«fc 5 fc* * — 
/^5 514DHC PI*— /<7 5 ? * 7 6 t . 40 

/yyhf-/<7 7t, SNMPx-^xyF78t$: 
$tf„ DHC Pi>— ^7 5 14. *y h!7-^fl8S2 

o«c-ttt*««a-*-*ii[*©Bi«ittiittt5ti:*y h7-^ 

l 0 ±<D{&<D*mmztt I P7 KU^«r«5 ^"C£-£ 
5 0 DHC Plf — /<7 5f4, fl&O^S^— /i/j&SSft-Ci* 
5V7h^x77y^ (software hook) £t§tfc-f5iE 
*fc*f1-*o ^oT, DHCPt-/<75Myb7- 
* 1 0±o looBlgflSBlw I P7 K^«r«5lt, 

DHCPt-^7 5liIft$tlfcy7M?x JO 
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7^^a-;K:y7 h !>xr 7 y ^ LT(=PJSiJ2£B<£> 
y £3ifrl-sj; j^w**/^*^*— /u* hy#-r 

fli!2 0 J4DHC P*— >*7 5 SrrW — ^U"t" 
Tt4£JlTtcM(c|¥a^»Wi-5o ^7 6f4ft 

(CJ: D^ffS^^S ^*r*y h !7 — * 1 0 ±<D 

!7 — ?**r — v-a >1 l&tfl 2, Xf41f— ^1 4<f if 

5o ^y ^ h-^-^^7 7f4, *yh7-^fl§S|2 0 
(C N SNMPx- h 7 814. *s/ — ^fft^t* 

^ xmwmrn ^mm-tz m sr^s^-r 5 * 

5 0 S NMPi-^x y h 7 8 f4^ y V !7-^f 38® 
20^ S NMP 3111 {Cj^-f 6 S NMPx-^ 

[0022] [215 J4 N DHCP y v^xt — /U 8 

oh. fiia^a-^s'ii, WtBT^y^r-va 

y^^a-;i/8 2h ^y > Ra-t-^^v'a" 
/U-8 3 XX y ^E-v^xl— 7U8 4 yyisy* 

y if-fcf;*^*~^^^-vu8 7 ^r^-tpy 7 h V 

y^UT'fcS, DHCPyx^y^v?a-;u8 0li, 
DHCPt-/<7 5^^l:, *y h 17 — ^flSfi 
2 0 <©^MR0 Xm m £ tl Z> KM DHCPt-/Wffl$tt 

-c(4, ^SDHCPt- ^tcts^njffi'jse^co I P7 K 
uxcomy mx\zm^^x*v vv-t 1 o±<D$mm 

S^ftait5/':J6iwDHCP y ^^y^v'a^us 0 
&&mxzz> 0 :^DHCpy^^y^^x-^8 0 
o«flBlcov>Tf4«Tlc!5^»tttc:ttW-1-5o 
[0 0 2 3 ] «3B^B ; e^3.-/u8 1J4 N %ifim&<om 

*.tf, *yh!7^fI8l20l:J:!)ffi$^ tt« 

J: 9 <eiI»D«te $ry7h^x7Tt)^Tt6Ct^i 
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[0024] mtfery y tr— *sb ^v^-yus 2ti, 
* v h v - * mmmte £<om* * r ^ y >r- v 3 > & 

[0025] f^^*^y^^-;w8 4fi, TOJg® 
h!7-^ 1 0±t^^titwatl^t 

T, f^7^^y^^^^8 4HDHCPt^7 5 
[0 0 2 6 ] ^y > F^ra- tf— — ^^^E-^^l 

#U ##i-5^i:*«-ctsj:5^i-5*aryy4r- 

Va^T-feSo ^y V hara— 0— tr^-r*— v^^E-v? 

Id, r ^^/^ y f - v^— i/t^E- i/a-;u8 7 
fi> l?89£B0>tfcttk ? 4 ai*«3fc::*3tt5* 
8l£l»Jt1-S;/t«>^ «»0>* y h I7- * flgStT)^ 

(Pf-* *#'<JJ Sr*fT1-Sfcae>wA1lf«rE»1-5IBA«r 
*T1-*, -oasgtciov^T^^T^Sl^KMI-So 

[0 0 2 7 ] 0 6^n^ *y h!7 — *Rjg*:c 
^-v>8 6i:, f**^:/^— i^8 8 t, 

>> h^ra — ^^y^i— i>8 9 Sr£tf fr*^-*— 

6^Sffi1-5^ tic J: 9, #t:^r^flf 

»aas«©RS^^ * — *au»ff'<9 * — * & i o<7> 
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i^8 8*ttffl1-5-t^J:5, ^fAfSf^^^ 
— tftt, *y h!7-^fflSt2 h!7-* 1 

mztix\,^±x<DwmgimcMt>z>7'}) > h*a— & 

St, ^s-et^t^tc, #^(D^y ^ h^xL-^+(D 
T'yyh^a^i-eEt, titac fc#-e#s, ^ 
yyh^ra-^x^-i;8 9H iP^BiSH 

VV — t 1 0 <^3--f ^7^ -fe^^itfcS !^ 

[0 0 2 8] 19 7 te s ^Iflf-f h y 8 0 <D 1 o 
*rKM1-5fc«>o^ny^ia-C*)5c H7^e>B5)^4 

*vJ.o»LU*ixfc#WBy*1tfwH1-*BWiJi»*aut* 

Iflf^f h y 7 Ofl. y h!7-^flg 

a 2 OlcJ: ^^m^^oglLiii^tvfc 1 o<D#3£<DJ=P 
BdSBWcWJSLrv^aiift^^hy 9 0*r*tf o *y 

h!7-^fi8i 2oia^ *tt-e*b»isi-5«it*»fe 

d«BlB!iaS«o*y h!7-^R^fS^t*(^^ hyi:|& 
M<Z)MAC7 Kl/^ 9 1 ^A^1--5fc^C0^-f — K 

$r#1"^ 0 lElc N #^^hyji, ^^^vhyt^iiii- 
K^^y*aw©i©^ y M7-^R*fflp#4^ » 

IS1"<5^^ h y tcov^rRPB(IS«i:B8ji1-S*3/ h 17 — 
*y ht7-^3--if^ € t «9gti^a< 7^txMfI$: 

a*H5HiBd»«rt«c«isijw«at/*y M7-^r^ 

*y f>!7-^ 1 0tC2o^Ji(D*y h!7-^flgS^ 
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[0029] B8li, > h^HRJET^ ^ hy 
7 1 SrWWi-Sfe^^^ciy^ig-cfcSo »iw, yyy 
h*a-R5rr-< ^ h y 7 i \± s ^tti^^o^Lm 
^tiSTOJisr^c^ia^M^^^y ^ 

h ^ra-R3£« 1 o©#«-r5»jjffc«ai-afc» 

fc* -tcoyy > h*»-fcBSai-SRJ£lt«tf:7y > h 
^a-^Hf^ h y 7 i <d i ocoxy h y 

* is? by 7 i <n&^>y y tt-tft-eftsuffla^y v h 

^^H:«IT^^ IPTK^lOO, MAC7 

K^ioi, yy^h^ra-^io o 
^ i o ofi^y > h y ^*ne-t-58iJ8!is« 

CO I P7K^ 2r^, MA C7K^101 
TOJgScoMAC7 Kw*fc*W£l-s, yyy-h^- 

tu5, 7 , yyh^-«10 2ll mtciHlgiJg 

y kimir*ftwmw<Dmmm*'&t*. epsu 

^10 5H Fir^«raU7 p yyh^a- 
SrffaLTv^** h ? — *§aS£Btf>7M -rvf^^ 

l-sfc*icsi#S;fc3*&a*A'--^y h&tf^yftffir 

[0 0 3 0] 199 ft. *yH7-^10^yh7-^ 
«*fc*5«t**^ h'7-^flgS2 0O«tBtt«:Kn 

DHC P If— a<7 5 tt s DHCP/nM/^gffl 
Lt*y h!7-^ 1 OSr^LTDHCPilffSriJ-sK— h 

-rafcafc** h!7-^*aiBB2 oi;:t2:tf<bn-ci> 

So DHCPt-/<7 5^ IP7K^Mft 

0±^t^DHCP7 KU^K*tc 
j£§1-5fc«>u:. ^*^-Mfa#*iTK:J: 97ny h^- 
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3^Tli> DHCP U" — 7 5 fi s ^^7/> y -=ev^ — 

^-jK— h-T^o DHCPtw<7 5^yhy-^10 
±<08t^ D H C P 7 K U^S*S:SBt 5 i ^ DH 
CPf-/^7 5i«#{WK«l£#J0 3T I P7K^C 
i:otJSSt5c DHCPf-/<7 5d«K*ffl!l3S«^fc 
T Kl/«^ yir — i*&S«1"3 t> DHCPt-/^ 
7 5tty7h!>i77s/^«fflLt, »#{B!JS£B^<0 
70 IP7 Kl^^OfiJI? ^TSr^-f — /U8 4 

Jdii*ai"5 0 ^:-T% *#'<y — ;i/8 4 fi N 

1-5. DHCPtw<7 5lc«fc ^^m^tb^SB^'r^ 
;*#/<y ^ri^— 4a*T r >f J^^y 5SrHtr1"^<#S 

-^8 4 (c: J: ^Fir^WMACr K^KIS:ftffi*C# 
So *P^T, DHCPt- s<7 5&*y hU — ? 7 V ^ 
**£fO#* Ll**s> h!7 — *S«#t-<^*#J!> ST I 
PT KU*£rtl{fc1-5 <t 5(c£ 

^*^y^^3.-;u8 4fiT KU*flWS> y-fc — v^M 
AC7K^^gf^MAC7 K l^iEH t Jfc*£ LT> 

*a$tus^t*y h!7-^7 p y ^^-e*>sd>5d»*:*u 
io mirZ><Dtmiz. lv\ 

[0 0 3 1 ] fcsi^i, ^f^fIf^i:i:J: !9 7d 
yh^2 l Sr^UTXIi^y M7 — ^R*^*^ 
^8 6^LT, ^yh!7-^«I$fi2 0^DHC 
P^-^7 5 Srx^^^-y^1--5«t 5 l^fSCt 

£;ftS*8\ 7K^SS^3V7y^ h^rl^ihl-Sfc 

is6(CDHC P1J- — /<7 5ft^-f ^ai — y/U$^X, 

^7/^ y ^i/^u— 4 fitfi£*ii t? ^y^-f ^^7/-< y ^UtT 

^0 1- 0 ^r^ct 9^^3l^oPnJ5!)SBo-r>r ^*^y ttl^ 
^iiftx-f ^^7^y ^ y-fe— S*SHfcfl!1-5, I P7KU 
^<^y ^ hSrfcr^^^^l-S, /u-^^-^/u^^ — 

fc*«"C#5 3ft«, -ttb?>^ttRR£$ix*v\ SN 
MPHttififBr^ ^^?^y 7< ^ir-^^t^ns^:, 
^^7/^ y ^^-/us 4 Jij£SW<z>#EPB!l3£Bfc: e 
iSNMPr-f ^^^y^SriSftl-S :t^Tt5c 
feSv^fi, ^* y ^v^a — I PTK^^coy 

^h$rfc-V^r>^U JC«<B|o#B3B««fi^a»SNM 
50 Pr^^*/<y®*?riait5^t^t5, ^lo 
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^ _bG9D N S U~ — s^f)* h&ty ariPTKU^Oy^h 
£3I#U twy * h^co I P7 Ku^^tf^^TOJ 
gg^S NMP r ^ ^ y ^^MtS ^ ^ ^-ct 
3 0 ^yh^-^fI^l2 0^DHCPt-/n5W 
ft^ IC^^D H C P t-/^ ^ ^ ^ic^> > 7 h 

[0 0 3 2] «^fV^*^y^MDtt, DHC 
P y J^^^v^— 0 h 17 — ^ i o±(om 

^*r*mi-s»-frfctifcffl"C*5o DHepy^ 

H]g03£K0 I PT KUX^tfDHCPT K^»B^ 
y-fe— ^«:*ttJl-5 fl »»DHCPt-/WI 
flISft*Rftfc*5tt<5*5> h7-^fl^fi2 ocoy- 

[0 0 3 3 ] ^©J;5 4a*OT^^*^y £ri£JBLfc 
ft, DHC P U 0 IT, D 

HC P*-/<36»biRfcfclft*j&**bfcW»SI*««rar^ 
iDHCPt-/^lf$ti5 I PT K^»B^ yfe 

«fc?i£. DHCpy^^y^ a -^8 0Mi 

K«Lffl3ftfcfiP8US«a>y * HSrMSi-S^:*^ ft 
jfcof'-f^^^y &WM1rZ> Z. k&X$Z> 0 t.tz, DH 
CPy^y^ a -;u8 0(t 0f^:^«L^5i*tu5 
fflgySBa s J*ffl£ftfc££^*ft&5^ *#'*y 

f-{^^^y^^a»;u8 4H ^:t\ J^Tt- 
X^»*B^KWi-5 J: *rfcfctt*i&*ftfcB»*i8 

&-fS 0 DHCPyx^y^^-/U8 0(t *y h 

BI-*«S1"£ I PT KU^Hl^ y± — i?<Dfr&ffl&Li- 
ttMz.^ MAC7 K^«lt*fflt5i i ttft 

So 

[0 0 3 4 ] flSfcifc^fciitK *«DHCPd5*ffl4tl 
1 0±(7?^flJ^S^Ltt}1-fcfe^^(D7 :r -f *#/<y 

*ffiSr-«fflU, ^Oft, DHCPy^^^-;u 
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8 0 Srftffl Lr*0*^tt*.j&*^SBlg!lSS11«r»LHj 
tCt^-Cf 5 e rftt^U DHCPf-^7 5*i3pJ 
ffl3ft*»*l::M\ y7f>^x77^^UM^ 
ftfcEHfiiJ^B^DHC Pf-A7 5 ti*h*f4 *t 
^3.-/1^8 4 ^iifcn#^f £ft5 0 7* y ^E-i^ 

-/us 4!ft*^oJ;5 4*ftT»m**vfcaig!lll6««:»» 

i-5a»i-§sfr$>-i\ *#^y^^~— a-s 4fifpg!j 

y^^a-;i/8 4li, «ffl£ftfcSJg(ISBO I PTKU 

fclWJsKBtes r^^^^y^-;t/8 4 ft 
otltftS. T^^^y^-/U84figlfl 

T-f h y 7 ooggLm$ftfcPng(i^ari:icio<75 
h y 7 o^f^^a^yiMteWJE^s^^ h y i*:/ 

y^^l8 ^^-rS I PTK^h MACT Kl/^ 
aigllSBMt, M7-*R3£**i:«:^tf. * 
20 fc, yy y h^ra-t-t^^-^8 3«iai^ 
ftfcB3g!l««l^ov^T*f*:*^y x h*~-£rffr£L 
^ft^r^y >-h*r~-6 1 lijfAtS- 

7^^^y^-/u8 4(j:iiai^fc# 
B3g!l3S»Sr^y yh^a-t-t^^v>a-^8 3lcii 

*Qi"5o >^y > h^p-a— *J— lf^*^a— 3te, 7" 

mact FisxRvtmmmm, atm^y^* 
a-«awH3gi«iBiB^ft^o, 7v >*<Dmwmm* 

ov^■c7 p yy^^^Hi»s<M^ttlofi$tl 

So 

[0 0 3 5] Ei 9 (D^D s/^jgUi, *y h!7-^fli 
12 0#*y h<7-^ 1 0^<D»JK<Dfca&«£*y h!7- 
y^7x- *4 4M4 SCO— ^^^.^r^ffl LTV^ 

*R36t*y hy-^fISS2 0 (^J: h$ft 

^^fessigassa^feo i p t K^x^c^ 

ft5<t9^DHCPt^7 5«rR^i-SCli:^-e 

^fticJ:t9. ^1 40DHCPt-/^3 4ti^> 
y h 17 — ^ 1 O^coftiico^rco I PT KU^BJftiaSS 

^ N ^IglJttRfr^^ h!7 — ^ i 0O<&C0^T<7>^y h!7 

JO [0 0 3 6] nWcH9d*bWfed*ftJ:5l2:, ^x^f 
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-s<7 6tfH6fcHU-CKWLfcJ: 9^^^-^ 
^nf-VaVl 2co£§eJ f fK:v^:x— - IfXtef-— 

-^fli!2 oicJ: flffSSftS^BOSifiw** h 7 
Ki2 0tJ;D»lS ;ftSfflB«S«<0fc <B J: 5 ft 

mmr^V ^r-Va y^^-;U8 2 te, *y h !7 
— * 1 o<D3L-if^y y yFv^gy^y M7 — 

5 PnWJKH fc *b \z * (D «fc 5 ft«« HlBHotMBtt £ 
M-5J: 5^»ffi"«, ^©J:5(:> *yhr7 — 

[0 0 3 7] *y h^"^flig2 OH, * s> 

h!7-^tisi 2 0 <ofi<oT-ea*a < 

-^^yy^^^, h !7-:?^J®gK2 Od««ffi 

* h!7 — **33S«2 0tt*y h!7-^^y >^ £??R 50 

St5fc»tSNMP>y-fe-^M[ffl'Ci5 0 ^co£ 

ftV\> 

[0 0 3 8] EI 1 0 lis ^>>h7-^l 0_h-C^IUtfc}$ 

fPJ*1-5fc*«c*y h!?-^fI8l2 old J: 9HfT£ 40 

t> > *y h!7-* 1 0±fC*3«t5*y M7-^ffllB!lS 
fttco-r y y ^t^a-;u8 4 £r:fr L 

Tfflg£;h,£o ^f^ySlOOl-C, ^vYV — ^m 

Sl 0 0 2Tfi, ■r-f *#/«y JfcS^a — /U8 4 f±, *y 
a>5*\ y*^»-/u8 4#iS»ttflBfc: 

ftSjeiByco#jt) ar 1 P7K^«n a sfcdi&m 50 
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ixfc*^hl7-^RnB0«Bd«T r -f^*^y^^a—/u8 

mft5^ri£r^tf-et 5 0 #J*.tf, DHCPt-/<7 5 

P7 Ku**»0S-CTv*5»fi\ *#y<yj*$*» 
-^8 4li x *ni**«»Hitt»cft«a«H!: 1 PT K 

i^^^#j9a-ce>turv^^r<o*yh!7--^HJB!iK« 

U DHC Pif— ^7 5*SS»L-C43fci*. DHCPt 
— /«3 4ft^C0^95DHCP^— ^ y 
?mW\z I PT Kw^*r«oa-CS*:*fc*i]«*^5» 
^l-fi, — /us 4fiUE#co^^ h!7 

■ t, ^^a^y^es^-vus 4^s»^»jcft5^ 

mjcD^J^ar I PT KU*££r!fcSiJi-5 r^STtS, 
[0 0 3 9] ^-f X$s<l)*iS~— /U8 4##J#]R5£;* 

■ j&S^&LftV^*^ f-<7^^y ; t^a-;U8 4fi7 
7- y^S 1 0 0 4^Brfcft»«<Oi§fc&f#o g *yhl7 
-^fl^i2 OK J: 9*y hl7 — ^ 1 0 ±(DZ<D*y 

^^7/<?y^^^-/u8 4^«t USf* ^n^il^Pfi. 

co I PT K^Xtt#SoMACr KU^Sr*i~5*y 

T-fXX'OJ ^-^^-/U8 4«ff^(-aibm^tb^: 
HlB«Klt(0*«riiftSix5t»ffi-5, *ffcft»Ko5i 
*pfiH934<7>J: 9 tcvK o^RftS^S-CHtTT^S"^ 

^M^^DHC Pf- 7 5 ^J; 9 T KW^»B^ yfe 
— DHCPt-^7 5f^^y 

/<y ^E-^a-^8 4tc5i^ai-§ e fe^v>{i N mdhc 

0^»DHCPt-/^t,7 Ku*Sr 
5#UV^*y h 17 — ^gfid^^7 K^Hi^ 5/ 
t-^Mftt*^ M7-^ l Oi-CBSU 
ft*y h!7-^gS^f>f^*^y^a^8 4^31 
*ni"5o x-r^^y *^»-;w8 4^i*coJ; 5ft*"& 
I^J:5«^ftfflBiJ38««rilftSix*M^B8fee>^ 7^ 

^ ^7 y ^ — /u^s ^y^s t mm -e # ^5 «t 5 k-t 5 

fc^lr, Sftli«^^B(SeiB<o+^ftaiBiJfll««r«tr. 
*oJ:5ft**r±«ffe*c:l»ffl**bfcBlBdiS«o 1 PT K 

PH^$^ftv\ 

[0040] f^^^/^y^^a-zus 4#»ffcftHiBd 
SS«S:il*P$^Tv^^»^ X^ry^S 1 0 0 2 "C 
Hff^HJBiJS«^«mi$tufe»frJwtt % yy>h^^ 
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27 

— ffrS:/n r- y?s l 0 o s^it^, ?<(*13 
✓< y * v>:x -/w 8 4 tt^MttlEftvt, i!flD»«£r»»1- 

0 0 5"t\ x-f y ^E-i^a.— yu8 4 fi. i§£QC04'T l 

fWtSfbfc I PT Kl/^^I It, SNMPi-^x 
>h7 8&4M,"CfiNRIS#> y-tr — ^Sr^y 1 8 — 

8 fi, ^yy^is ©«a»r«ia;, ffiwcr y i 
8©*IfflBTIIBft«IBat«BA^BBi-5flM(ltdtP (fcfc: 70 

Sts #Wfllfcif£KK:$/u-?v^fcav\, Stelcifc^fcil 
«9v *#A<y A/8 4fiyy 1 8 

ft Lfc^coff^£l£J3 IT, ilfSr^fl/^ hy 7 0 
"C^i^hy Sr^i"5 0 Mi-, r^^^y^a-^ 

8 4 ft ^fy/siooet, yy >- h^^L— ^— tf 
^^i/a-/u8 3^^y i 8 tzftfci'zyv 

[0041] ^7y^sioo8t?, ^y V h^-a-^ 
-t^^^-/u8 3»i^y i smattsi-sxy > 

h^r^ — SrffrSU -r-r ^^^y^i^a— ;U8 4id«t 19 
SNMP^x^h 7 8 Sr^LT^y 1 8^fcBI 

-f-£iiu£roitTt)&V\ M^, ^y 1 8 frhv* << 

yyh^a^W#Ut)fiv\ ta^^r-rs^ 
«rfc^dt*ixfc^y yh^faHi^y > 1 

^paisb (xttife^tfcusttfcRiaiasiB) i-ov^, * 
^y >F*a-*e»»^ff*u RSi-s 

[0 0 4 2 ] :/y 1 8 ^figig^its^tyy > b* 40 

^^^-^8 3te:/y v h**.— Rjgr'-f h y 7 1 
r^yyh^a-xyhy^tSo Steic^fcii 

•9, ^y > H^ra-RjqTr-f h y 7 1 fi x *y h !7 
-^fISS2 0 J: 9f^rtS*uJ.oR^S#bfc, ^y 

h y-^ 1 oiroito^^y y 
-R^x-f h y 7 1 CD£-ol> h y fi 1 P7 Ku*> 50 
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mactk^, yyyh^ra-^, si«y«^s.u?yy 

yhy^7^^Kit 4#£<o:/y ^ h^— SrffrSL 
jLoR3e-t-si*tc««snfc««fc«fflur^y > b 

[0 0 4 3] Sttcft^fc.fcptt:, ^ y V h 7 7 
JKoBigij^a^^y > h^^-irfit^^y > h-v— 

^"CfcSo ^y ^h^ra— fr— f^^i^a— ;U8 3td«fc 
1/ b*~ — n^y > h-fr— x<7 7«csft^tu5 0 -tw 

T\ ^y V-h*— ^7 7fi N SMB4^ffi*^a h 

yh!7^^f-y 3 yii^Lt^yyh^^-^ 
fiJ^^i^i:i-5 0 lEtci, ^y ^ hi^-^^7 7(i^y 

5^y >- h^a-oftfflSrw*urtfiv\ 

[0 0 4 4] *yh!7-^fI8l2 0lt ^ y ^ h 
a-^gf^ i/^hy 71 co^ y yh^a-xyhy^- 
tfflLt, 9*^—^5 7 ^c^^i^Tv^^7 p y > b 
^■a — 9*^-^8 9 «r*ai-5« 5felc5*-<^ii!9, 
^y> h^ra->)x^^8 9tt*y hy-^ 1 00 

"C, *y h'7-^flgl2 OW^y 1 OtC 

y > ^8 9$rM«:^a^ 

h y — f^-~--*ffry-~? — V 1 2 t££<DX7 

^SrffifflLTflJffl^tB&Xy yh^a-(Dy^h$:7^ 
ir ^ -C Z 5 J: 5 l-i" 5 s6 tcft ffi $ h % 0 
[0 04 5]Hint ^y^l8<Oj:54*yM7 

-^^y y^oi o^t^/y ^ b^^-^mm-t 
Zt-bbi^i? 7^7y h !7-^ ^f-Vs ^SrRJEi-ST' 

x»^29i:, h ^nir >y$- 2 6 (--O^ 

-Vs >1 2-C^y V h ^ra — Cr*^— ^8 9 &ffl 
< 0 17 — nf-Vg ^1 2 0»gff^V^S*y h!7 — ^ 
3-— If f±X y ^ h^a-«?x^-^8 9$r^r, *y 
h!7-^ 1 O±<a£T0>*]ffl*5T«eft:/y y^^ra-^ 

tf iooy ^ h«r»*L, #t^y > h*~-zmtR 

7^-^ 2 9«rttfflLt, B^i^y > h^^-^il^ 
Lr^^V^ 0 ^--if^^^^^-^2 9X 

yy y h^a-^«r^- KAM5^\ Xte^** 
^ if ^^ffi U7 p yyF^-^x 

8 9#<Dmm<oyv > b*~-tmmi-z> y v^^ii^ 
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[0 0 4 6] ^f^yS110 2t\ *y h7-^fl 
2 0(1, I7»nf»^3yi 2T?^— if *9 fx 

So *y h!7-^f 1812 0IH«$nfc^ 

y > h^ra-tBBii't-sareoft^y > h K7^/^«* 

4 -en, *y h!7-^fIgS2 ott, /yyhK7>f 
2{^-f h— /I'SftfcjfeibJi, -X^s/^S 110 5 

W^^^ryh^-^^f-v/ayii, UN 1 x 20 

ft ^i^7^7>' h^f-V3 >^ S 1 1 

[0 0 4 7] ayfa^y h7-^^fltS^ 

^«/^tfe^9o It:> I PTKi/^^flt 
5f:55l:DHCP^i:WYt^ y >^:/n 

fcfc I P7 Kw^d*«9 5>are>*t5J:5ft!RRd«fiC5 
Z.thhZ> 0 *y M7 — ^HlglJIftlUcjRfcft 1 pr 

fHii1-s#£<7>:/y vF^HiftltS^^ry h 

> h*~-S:»rfl:* 1 P7Ku^l:J:otISft 40 
S^t^TOt'feS, Ell 2 fc^-J^n — ^-y— h 
f*, 7 p yyh^ i -^li^lP7Ki/^i:J:or 

[0 0 4 8] GSl 0*#fiBLTKWLfc:«fc5fc:, DHC 
P f-— ^7 SXfiDHC P y 0 <D 

b^Ttlfr&^V b7 — ?&W^<D I P7 Kl"*<Pftl0 ^ 
"T£rj&£B L> 7^*/^^^-;u8 4lc3M^oi--5 0 

^^tflt?tt> ffiH-bx *y h ^ 1 o_h-e^y 1 
8j&M*R£*u DHCPt-/^75i:J;9Jrfc4lPr 
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2 0 1 "C\ ^y 1 8— <D I P7 KUJ*C73gJjl9 £ 

»fcH1-5, ^t^s 1 2 0 2-m. 7 p yy^ 1 s^s? 
fctt 1 pt Ki^^*5#jf9ar bn^^^Sr^-f ^^^y 

^^^-^8 4lCii*DU J_o^y 1 8 KM GST 
fcjLfc. I PT KU^t, ^y 1 8WAC7 KU^ 

[0049] 7 p yy^i8i:i P7 K^^^fJt) MX 

Hfcr ^C9ii£tJ£§1f ^5 i:, ^777*S 1 2 0 3 
7^^^^y^^a-;U8 4ti^y 1 8WMAC7 

Ki/^$r8Sfir-< ^hy7 o<£>^v h y oy * h 

1 8lijfeJC*y h!7-^ 1 0 CMlTV^cfe, :/ y 
^ 1 8 (DMA C T F\sX<DT\Z*:<Dei$n<D I P7KU 

<DT K^* ( I PWMAC) £1£/BLT, ^y ^ 
^"t"t'"7^^a-;U8 3(t 7°y > I^t" 

-f h y 7 1 tfcjt 9> 7 p yy^i8i: 

^li^T-y^S 1 2 0 5^iltP 0 ^777 1 S 1 2 0 5"e 
tt N r'-f^^^y ;U8 4te N I PTK^^S 

fc^wss-cfefufc i pt K^^n^^i^y 

^^-^8 3 {^^^i-^ 0 ^xy^S 12 0 6 

r% ^y >- b^rxL— i^— t:^^^^— 7U8 3fi, ^y> 
h^^-R^x^ h y 7 1 «^coyy > y*^-<n 1 

PTK^xyhy^^yy^l 8<Dffi1t?j: I PT 

-2=2.—?^ lP7K^oJEIl:J:5t»ri<att 
fii^y > h^^-R^w h y 7 1 ^S8:^»i^ 

[0 0 5 0] Ell 2Sr#SltKHl^Dt^ll IS] 
lO^fy^SlOO 4-Ct^P^Ufc^'Dir^cDfe^-C 
fe5o ^7y7'S 1 2 0 3"C7>f ^*^y^a-^8 

S 1 0 0 S^ii^, faz&W Lfc^ot^l:Sor^!) 
[0 0 5 1 ] yy >- 9 (CflQ;t 
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43&*1-5it^i: 9, a— tfVi'^a— * 3 

[0 0 5 2] ^ra- — }ZZ> V^Z?^— iS8 8 (i^- if 
^?x^-i;8 8«r«lLt, :/y v h*a — £3= 
^r^Ji:^^, ??llfj£i±SC^ :/y h 

* h!7-* 1 0(Z5WJ»il3S»i:Bliai-«5^y V h^-d 

[0 0 5 3] fazm^tzmy. *r^-if— tf^:/^ ^ 
-^8 8 «9 . 1fr±*y — ^ 1 0±OBEffO 

^x^-^8 8Mlt, y"v 1 8 tuffin-* 
— KgiJ<z>£iiii&ottTfc&l\, L*>U ^y>h^ 

y M7-^a6«tt^y ^ i 8 to«tt«r*5 0 ^y^ 

* 1 8fc*|fri-***(0*y hF — ^gftfiT'y 1 
8 tHlig-f 5^y V h^r^-^Sffe^^y >> Y*~-% 

^K^^y > h ^x-r^z ti>n*- 

^fis ^o#^y ^ h^aH:^JSt§r y 1 

[0 0 5 4 ] [21 1 3fi, yy h^a.-(D«WJW«dsas 40 
!E*ixfci*^^y ^ h*»HMKM*ri-*:7nlr* 
^f7n-ft-hT?fe5o ffiix.tf, fcSflrjeoT'y 

p-*±T#i/f!^trefc5*»o:/y >^oibio«?»(7> 
#Jft£Mtc^gi-5*:£>k:, ^y ^h^a— fe«ft<5* 

y >h*~-<Dmm%m*{$iE£tiizkz\a^ y 
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[0055] ^f^T'SnOl-C, h 17— 

O^y^h^ra-OlRMflMR^aEKStbS. ^f^S 
1 3 0 2T, ^yvh^ra-t-t^^^a-^S 311 

»fcof:7 p y v h^-^i&sijttia^o^y > h 
^a-(c:^rj5i-§yy v h^r^— WL'&f^i h y 7 1 
o^^hyir^L, ^coyy > b*~-\zttLxn 

y?S 1 3 0 4"Cfi, ^yyF^-t-t7^a- 
/us 3 Ji, yy v hf— ^7 7JJilBv^t>*5r t(-J: 

§*xT^2u YV — 2 1 OtcffiK-f-** yJTis Y 

3 0 5T\ ^777 P S 1 3 0 4t*J^f:^7^r>' 

^yyh^ra-ei^ro^y > h^rxL-$r^ffi b^tt^ 

[0 0 5 6] ^fy7S 1 3 0 5(CfHUTI^B^Lfc^y 

5:t^$)5o ffiJx.^, yy ^ Y^^-Z&^lrZWr 
^ *yH7-^fiS(!l2 0ll ■OJdKfc 
YV — t x<r-^B y* Y— /^ZtiX 

h * * - 0f 8 1 j tt m «t o r r e # s «fc 5 , 

-<7y h7-^Xf- i/3>^^y h 17 — ^^l — ifd>^ 
[0 0 5 7] jfefcfc^fciHK ^- t'^^^y^ 

5o *»H-CHU •rfettRlltaKKtreikftlcttULT. 
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^x-^t5^Ht?t5c Si-, 

— 8 8 Srffiffi It, *yh!7- * 

x\zmwmw<D i ptk^ uiiMACTKi/ 

y v>*^-<o«j5«*s/ M7-*tfS#nr J: DRtSft 

act K^) d«Bf*o|SB^Aorv>4v^»*lcWt, 
yy ^ h*^.— t*^^^a— 3 f±:/y ^ h^r^ 

Ui(M4f)^\ 01411, hE7 — *Epg!l3StB 

[0058] ^f^S1401t, if, #*L< 

tt*y hl7 — i^8 
8«TttJBLT\ ^»SfNc:J;*:/y >- h^fa- ffrSSriB 
Ri"5 a ^ra-f- tf*# ^y^— v^8 8 tiJ- 

^-"if^SffeJfeBlB'JStB^-ov^T^y > h^r^- 

4 0 4-c*offg!lK»i:H-t-5»»J«*«r»fltU 

V, *y h V — *VmmW2 Oft, HiMttad>t>£ 
*Pft««rSI»-J-*fc«>^, *y h!7-^ l 0 SALTER 
gBSKfca:"** hi"5 e «ftdtt«K9JW«»fllMtt 
t©IP7K^i, ftgy»Ka«S&&$tf**, 

[0059] 7f5/7 P S 1 4 0 2t, tftfCMtTfcl* 40 

a}^^■tv^fef^glJSg^-ov^T^y yh*a-*Mt 

^hSr»«t*tuSo coy* Mi, JtelcIttWLfcJ: 5 
(c, * y hy-^«=3SSB2 Old J: SUfcfflSftS** h 

v—?mwz:k\z 1 o(D^>- h y sr^triswfSTw ^ 
a— iftt^^y^s 140 5 -?mfcW»mw<o y * M> 
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o^^tri-^wirtcj: 9, 3— if ^HigJ^iaSri8«1-<5 

y * h«r*j6Si--5ci k*mB-e;fc*5o x-f^^^y^- 
gdxntraKi- z c 1 wsts?^ 5 . 

[0 0 6 0] *xs>:/S 1 4 0 4 -C^l— If ^^igiJSBIC 
Hi" *■»']«««: A*1- 5 Xfi^^^^s 14 0 5 
-CSftl?gfl8«£:iSRLfc«, /Pt^H^f y^Sl 
4 0 6^i§^ •ffcft^'y >- h^a-fclKSi-*^:*^ 

8 4f±, ?fcfC0 1 OO^ry^S 1 0 0 SKHLTIftW 
Lfc J: ^JiSNMPx-^xy h 7 8<Cif©*— ««r 
t£H§LT, Hlg'J««d^ii*D«*S:a^i-5o JElw, ^ 
— PttJWMMBU :7*<<A'*— -*Slg|, gn#AT¥K£ 

1 4 0 8t^y yh^ra^MfSJ: 9lc^r^-r^ 0 

^f^s i 4 o 8-e, ^yyh^a-t-t^^^a 

—^8 3ttft^BI 1 OtO^-r y^S 1 0 0 8 CHLtK 

[0 0 6 1 ] #Soj«S»l||»cj:or*»W«rRWL 
fc 0 **W**-ha6oJM*«»c»S*^i B , 

[ii] *«woi8iisd«Br***y hv-tmrnz^-t 

[B2] *»W<o— *H5*«»c*5*t**y M7— 

[S3] jtuswiii^Jts^-f hy»« 

[El 4] *«W^—jllK«l||llc*5»**-^©«flEo- 
«»J ^^i - ^ n y ^ -e fe s o 

[05] **WO-Jtt»Hfc*ilt5y7 h9x7*i; 
[El 6] HHfi^ffi^tt^^^^-i-^eo— 
[07] *I6W^— **fi»llS»-i3tt53SK«a7 f w' 
[0 8] ^Ks^JBtciattS^y ^ h^-^-K 

[0 9] *y M7-^ai«^*5ft5#j8wio-jiiis»m 

[010] h^-^Bigii^B^mi-s^y ^ h^r 
a— f^jBS«aa^7n— h-cfcSo 

[011] ^7^7yh7"^f->3 ^(D&Tt&m 
[0 12] *y h7-^WWIll7 K^*««a 
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[Hi 3] •ffc*«WJ*«^J:oT«l(t«*f^"Sfc«) 

[«F»G>KW] 

>\ 15, 16, 17, 18— *yh!7 

•feyi^, 2 9-3--f>fy^7x-^, 30 — 



7(5 



B, 3 6, 3 7 • h!7-^yy 4 0-f-/< 

4 1— CPU, 4 2--RAM, 4 4, 4 5-*y 
h7-^^fy^7x-^, 4 6- 7Pyh/^;K^^ 
:7^ — 4 7-ROM, 5 0-i)lT^^^, 5 1- 
— ^^i/^-r^, 5 2-7oy h/N*^/K ^ 
^7x-^K7>f^ 5 3-4yM7-^^f^7x- 
*K9-f'«, 5 5- t-/<; x 5 6 

•••y7^x7^-;K 5 7- l)x7'^^ 5 8 

-7 p yyhv ; 3 7', 5 9-^yyh*a-#yv-^- 
/k 6o-yyyhK7>f^ 6 i -yy >- h*^— . 

6 2-^0(11107 7^/1' 
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] . Title c f Invention 
PRINT QUEUE MANAGER 

1. Claims 

[. A method fcr managing a plurality cf printing devices connected cn a 

network, said lutbod comprising the Eteps cf: 
detecting a printing device ccnnccted on the network; 
requesting information from tbe detected printing device; 
receiving the requested information from tbe printing de?ice; and 
cieatiog 3 print queue ioi the printing device based 00 tic received inf 
orma t i on . 

2. A method according tc Claim i, therein the printing device is detect 
ed by detect io^ an address assignment message sent between an address se 
ner and the printing device over tbe network. 

3. A metbod according to Claim 2, wherein the address assignment messag 
e i £ a DHCP me s sag e . 

4. A method according tc Claim 2, wherein the address assignment messag 
e contains an f P address and a MAC address corresponding to the printing 

device. 

5. A outhed according to Claim I, wherein tbe printing device is detect 
ed by sending a revest message to each of a plurality of network addres 
ses and receiving a response message from, the printing device located at 

one of the plurality of network addresses. 
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6. A netbcd acccrdiog ic Claim 5, wherein the plaralit? cf netwciJf adcr 
esses ccrap rises a na radical range ol IP addresses. 

7. A mthed according to Claim 5, wherein tiie plurality cf network addr 
esses comprises a plurality of IP address contained within a renting tab 
le . 

8. A nethed according to Claim 1, wherein the printing device is detect 
ed by broadcasting a request message aver the aeUor t and receiving 3 re 
sponse message Iron the printing device connected on the network. 

9. A method according to Claiai 1, where the information is requested bj 
sending an SNMP message tc the detected printing deuce. 

10. A method according to Claim I, >bercio the received information com 
prises a type u 1 printing derice corresponding lo the type of the detect 
ed printing der i ce . 

11. Amethr,d according to Claim Ifl, therein the received information f u 
rtbei comprises printing capabilities cf the detected printing device. 

12. A method according to Claim I. further comprising the step of pohli 
sbioc the print queue to the network. 

13. A method according to Claim 12, wherein the print queue is publishe 
d to the- network according to a set cf p r c d e t e rm i n e d rales. 

14. A method according tc Claim I, further comprising the step of creat 
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i n g a p r i g i queue entry in a print queue configure I ioo d a c a b a s e 3 the p r i 
nt queue cot/T including configuration data related t c tbc print queue. 

15. A method according to Claim 14. therein tbe coitfiguratjoQ data incl 
odes an IP address, a MAC address, a print qucac nasic, a server asseciat 
cd with the print queue and printing capabilities correspond ing to the p 
/ i n t i n g device associated with the print queue. 

16. A method according to Claim 14. further comprising the step of crea 
ting a print qoeac »cb page containing a plurality of links representing 

each of the print queue c o tries in the print queue configuration d a I a b a 
se . 

17. A method according to Claim 16, farther comprising the step of rccc 
iving from a workstation oo the network a selection of one of- the plural 
ity of links on tbe pjint queue web page, and in response to the sciccli 
on, configuring the workstation to print to the print queue represented 
by the Link. 

18. A method according to Claim 17, wherein configuring the workstation 
to print to the print queue comprises transferring a print driver corrc 

spending to the print queue tc the workstation, 

19. A rcthod according to Claim 14, further comprising the steps ol: 
detecting a new IP address of one of the plurality ol printing devices h 
avicg a corresponding print queue entry in tbe print qucoc configuration 

database; 

updating a con f i gu i a t i on of the corresponding print queue is response to 
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d e 1 1 c t i n g s g c w IP address of the p r i o t i n g device, so that the. p I i a t q u 
e u e is based on the new IP address; and 

updatinj an IP address in the print queue entry corresponding tc the pri 
nt rt n e u £ in response tc detecting a new IP address- 

20. A method acccrding to Claim 14, further comprising the steps of: 
detecting nev identification information of a print queue ccrre spending 
tc cne of the plurality ol printing devices having a corresponding print 

queue entry in the print queue conf igurat ion database; 
updating the identification information in the print queue entry ccrresp 
onding to the priot queue in response to detecting the new i dent i f i cat io 
d informs t Icq; and 

updating a connection between a network workstation and the print queue 
with the new identification i n f q r ma t i o n . 

21. A method according to Claim 20, wherein the i d en t i f i c a t i c n infnrmat 
ioc Includes a print queue name. 

22. A method according tc Claim 20, vhcrcin the identification infermat 
ion includes a server that manages the print queue. 

23. A method accoiding tc Claim 1, wherein a print queue is not created 
for the printing device if it is determined that a nimber cf existing p 

r i n t queues is larger than a predetermined number. 



24. A method accoiding to Claim I, further comprising the step 
in; a queue s e r y i c e web pa£e which provides a user interface tc 
ation on the network for print queoe management. 



of c rea t 
a workst 
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25. A method acccidiug to CI tic 2*. vtereio the user interface pro* ides 
a process for manual creation cl a print queue. 

26. A method according to Claim 24. wherein t b e process fur manual c r < a 
tioo cf a print queue c crap r i s c $ Ue steps cf: 

receiving a or er select ice I rem the oser interface designating a print in 
g device on the network; 

obtaining information about ibe printing device in response to receding 

the oser selection; and 
creating a print queue, in response tc 8 conmand in pat into the user int 
cilace. corresponding tc the printing device based oo the obtained infor 
ma i i o n . 

27. A method according to Claim 25, wherein the user interface provides 
a Unction for managing print jobs contained in a designated print qoeu 

c . 

28. A method according tc Claim 1, further comprising the steps of: 
continuously polling printing devices connected to the network; 
dclcrmioing if a configuration cl the printing devices has changed; and 
updating the print queue corresponding to a printing device whose coofig 
uration has been determined to have changed. 

29. A network management device for managing a plurality of printing de 
vices on a network, said network management device comprising: 



o program memo r j 
d c ompr i s i ng the 



for storing process steps executable to perform a netho 
steps of (a) detecting a printiog device connected on I 
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he network, (b) revesting i d f o r ma t i o n from the detected printing device 
, (c) receiving the requested i n f c rma c i 00 f r cm the piintiog device, and 
(d) creating a print queue for the printing device based 00 the received 
i d f 0 rtna t i on ; and 

a processor for execjtiog the process steps stored is said pi cgiam. iicrocr 
y ■ 

30. A network management device according fcc Claim 29, wherein the prin 
ting device is detected by detecting an address assignment message sent 
between an address server and the printing device ever the network. 

31. A network management device according tc Claim 30, therein the addr 
ess assignment message is a DHCP message. 

32. A network management device according to Claim 30, wherein the addi 
ess assignment message contains an IP address and a MAC address ccrrespo 
nding to the printing deuce. 

35. A network management device according ta Claim 29, therein the prin 
ting device is detected by sending a request message to each of a pUra! 
ity cf network addresses and receiving a response message from the print 
ing device Incited at one of the plurality cf network addresses. 

34. A network manageneot device according to Claim 33, wherein the pini 
ality of network addresses comprises a numerical range of fP addresses. 

35. A network management device according to Claim 33. wherein the p 1 n r 
ality of network addresses comprises a plurality of IP address contained 
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tfithio a routing table. 

36. A network management device acccrdiiij to Claim 29. wherein the piifl 
tin? device is detected by broadcasting a reiicest message cvei the netwo 
rk and receiriag a response message from the printing device connected « 
n the network. 

37. A oetwork management device according tc Claim 29, where the inform 
alien is requested by sending an SNMP message to the delected printing d 
e v i ce . 

38. A network maQagcaient device according tc Claim 29, wherein the rece 
ived information coinpiises a tfpe of printing device coi r cspond icg tc til 
e type of the detected printing device. 

39. A network management device according tc Claim 38, therein the rece 
ived information further comprises printing capabilities cf the detected 

printing device. 

40. A network oivigcoent device according tc Claim 29, the method furth 
er comprising the step of publishing the print qietie to the network. 

41. A network management device according to Claim 40, wherein the prio 
i quece is published to the network according tc a set uf predetermined 
rules . 

42. A network management device according to Claim 29, the method faith 
er comprising the step of creating a print queue entry in a print ineoe 
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configuration database, the print queue entry including < o o I i g u r a t i c n da 
t a related to the print queue. 

43. A network management device according to Claim 42, wherein the cenf 
iguratian data includes a o IP address, a MAC address, a print queue name 
, a server associated with the print queue a a d printing capabilities ccr 
respond ing to the printing device associated with the print queue. 
41, A network management device according to Claim 42, the method forth 
er comprising the step of creating a print queue web page containing a p 
I lira 1 i ty c t links leprcseating each of the print queue entries in the p r 
iot queoe c 0 o f i gu r a t i c u database. 

45. A network management device according to Claim H, the method furth 
er comprising the step of receiving ficm a workstation on the network a 
selection cf cue of the plurality of links on the print queue web page, 
aad in response to the selection, configuring the workstation Lo priat t 
c the print queue represented by the link. 

46. A network management device according to Claim 45, wherein coofigur 
ing the workstation to print to the print qaeue comprises transferring a 

print driver corresponding to the print queue to the workstation. 

47. A network management device according to C I a i n 42, the method furth 
e r c omp rising the steps of: 

detecting a new IP address of one cf the plurality cf printing devices h 
aving a correspond ing print queue entry in the print queue c c n f ignition 
database; 
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updating a configuration of the c o r r e « pec d i ng print queue ic response to 
dctcc tiag a ne* IP address cf the print i n jf device, so that the print qa 
tae is based an the new IP addiess; and 

updating an IP address in the piiat queue entry corresponding to the pii 
ni qaeoc in response to detecting a ae* IP address. 

43. 4 network roaasgemeat device according to Claim 42, the method fait, 
e r c omp rising the steps of: 

detecting new identification information ol a print queue corresponding 
to one ol the plurality cf printing devices haiieg a c i r r e s pond i ag print 
queue entry in tie print queue configuration database; 

updating the identification information in the print qneoe entry corresp 
ending to the print queue in response to detecting the net H ent i 1 i ca t i u 
o information; and 

updating a connection between a network workstation and the print queue 
with the new identification infoimaticn. 

49. A network management device according to Claim 48, where.n the iden 
tificatics information includes a print queue name. 

51. A network' management der i c e accord i ng tu Claim 48, wherein the iden 
tification information includes a server that manages the print quene. 

51. A network management device according tc Claim 29. wherein a print 
queue is not created lor the printing device if it is determined that a 
number of misting print queues is larger than a pr e d e t e I mi 1 e d comber. 

52. A netw.rk management device according to Claim 29, the method forth 
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er comprising the step ci creating a que d« sen ice *cb page which pre? id 
es 3 user interface tc a workstation eo tie network for print queue man a 
t e id e q i . 

53. A network management device according to Claim 52, wherein the osei 
interlace provides a process fcr manual creation of a print queue . 

54. A network ma n a g erne d t device occordicR tc Claim 52, wherein the proc 
ess for manual creation of a print queue comprises the steps of: 
receiving a user selection (rem the user iaterface designating a printio 
r device on the network; 

obtaining information about the printiog device in response to receiving 

the user selection; and 
creating a print queue, in response to a command input intc the user int 
erface, corresponding to the printiog d e f ice based cd the obtained infer 
tnatioa. 

55. A network management device according tc Claim 53, wherein the nser 
interface provides a function lor managing print jobs contained in a de 

sigsated priot qotoe. 

56. A network management device according to Claim 29, the method forth 
e r c omp r i s i og the Steps of: 

coot inn out ly polling printing devices connected to the network; 
determining if a c o n f i g o r a t i o n of the pri.nting devices has changed; and 
updating the print queue corresponding to a printing device whose config 
uratinn has been determined to have cbanjed. 

57. Compuler-eicco tab! e process steps stored on a c omp n t e r -r c a d a b 1 e raed 
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i u m , said computer-executable process steps for managing a plurality of 
printing devices oq a network, said computer-executable process steps e i 
ecotable tc perform, a method comprising the steps of: 
detectiog a p j Lot lag device connected cn the network; 
revesting information from the detected printing device; 
receiving the requested i n f o rma t i on from the printing d c t ice; a q d 
creating a print queue for the printing device based on the received inf 
o rna t i on . 

58. Computer-executable process steps according to Claim 51, therein th 
e printing device is detected by detecting an address assignment message 

seat between an address server and the printing device ever the network 

59. Computer-executable process steps according to Cliira 5&, whereio tb 
e address assi&aneat message is a DHCP message. 



60. Compater-executabl c process steps according to Claim 58, wherein tb 
e address ass i p ome s t message contains aa IP address and a MAC address co 
r responding to the pi Luting derict. 

61. Compate r-execot abl e process steps according to Claim 57, wherein th 
e printing device is detected by sending a request message to each of a 
plurality of network addresses and receiving a response message from the 

printing device located at one of tbe pluralitj cl network addresses. 

62. Compn t e r-cx ec o t a b 1 e process steps according to Claim 61, wherein tb 
e plurality of networi addresses comprises a numerical range of IP addre 
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s s t s . 

63. Computer-executable process steps according tc Claim 61, w h t : c i n t h 
e plurality ol oclwcrl addresses comprises a plurality Cl IP address cod 
taioed within a rout tag table - 

64. Computer-executable process steps according to Claim 57, wherein th 
e printing device is detected by broadcasting a t e q 0 e s t message ever the 

network aod receiving a response message from the printing device con on 
cted cn the network, 

65. Compu te r ~e x ec 0 1 a b I c process steps according to Claim 57, ffhere the 
information is requested by sending in SNMP message to the detected prin 
t i ng d e v i c e . 

66. Corapo ter-eitcutable process steps according to Claim 57, wherein th 
e received i s f 0 rma t i 0 n comprises 1 type of printing device c c r r e spc n d i ng 

to the type of tbe detected printiag device. 

67. Computer-executable process steps according to Claim 66, wherein t h 
e received information further comprises printiag capabilities of the de 
teeter] printing device. 

68. Ccrapn t e r -ex e c nt a bl e process steps according to Claim 57, tbe method 
further comprising the step of publishing the print queue to the networ 

k. 

69. Computer-executable process steps according tc Claim 68, wherein th 
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e priol qoeue is published to the network according tc a sel of predeter 
mined rales. 

70. Computer-executable process steps according tfl Claim 57, the method 
f t r t h C J lornpcisiog the step of creating a print q n e u e c d t f v i o a print 

qatue configuration database, the print queue entry i d c I □ d i d gr cocfiguiat 
ico data related to the print qneue. 

71. Computer-execotable process step? according tc Claim 70, wherein th 
e coofiguratioa data includes an IP address, a MAC address, a print quen 
e name, a server associated with the print queue aod printing capabiliti 
es correspond [og^ tc the printing device asscciaicd with the print que nr. 

72. Compoter-cieculable process steps according to Claim 70, the ntiuod 
lurthcr comprising the step oi creatine a print queue *eb page coutaini 

n jf a plurality of lints represent in; each cf the print queue entries in 
the print queue con I i gura t i oo database. 

H. Compntei-eiccuiable process steps according to Claim 72, the method 
further comprising tbe step ol receiving from a foristation on the netw 
ork a selection ol one of the plurality oi links on the print qucne veh 
page, and in response to tat selection, configaring tbe wcrkstatioo to p 
rint to the print qieue represented by the link, 

74, Computer-executable process steps according to Claim 73, wherein co 
nliguriog the workstation to print tc the- print qnene comprises transfer 
ring a print driver corresponding to the print quene tc the workstation. 



(38) 



%fffl 2003-150352 



75. Coops ter-cicc a t ab I c process steps according tc Claim TO. the method 
farther c cnipr i s i og t be steps c f : 

detect log a new IP address c f coc cf the plurality of printing devices h 
a v i d g a coirespuod iog print qicoc coiiy in the print queue configuration 
database; 

updating a configuratico cf the corresponding print queue in response to 
detecting a new IP address of the printing device, sc that tie print q u 
euc is based en the nevr IP address; and 

updating as IP addiess in the print qacuc entry corresponding tc t a t pri 
ct queue in response to detecting a n exv IP address. 

76. Compu t e r -exec rj t a b 1 e process steps according tc Claim 70, the method 
further corop rising the steps cf: 

detecting new i i e n t i f i c a t i o o information of a print queue corresponding 
to one of the plersiity of printing devices having a c c 1 1 c s p o n d i q g print 
quene entry in the print queue configuration database; 
updating the identification information in the print queue cutry ccrresp 
ending tc the print queue in response tc detecting the ne* i dent i f icat io 
n infermatioo; and 

updating a connection between u network workstation and the print queue 
ffith the new identification infuimaticn. 

77. Computer-executable process steps according to Claim H, whereto th 
e identification information includes a print queue name. 

78. Compu ter-execnt abl e process steps according to Claim 7$, where in th 
e identification information includes a server that mmages the print qu 
eu e . 
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79. Compute r-execut ab 1 e process steps according to Claim 57, wherein a 
print queue is net created far the printing device if it i 6 dctermised t 
hat a number cf existing print queues is larger than a predetermined rum 
ber . 

80. Computer-executable process steps according tc Claim 57, the method 
further comprising the step of creating a queue service web page which 

provides a user interface to a workstation on the network lor print pen 
e ma n ag erne d t . 

81. Computer-executable process steps according tc Claim II, wherein t.h 
e user interface provides a process for manual creation of a print queue 

82. Computer-executable process steps according to Claim 80, wherein tb 
e process for manual creation nf a print queue comprises the steps of: 
receiving a user selection Ircm tbe user interface designating a printin 
% device on the network; 

obtaining i o f u rmi t i o n about the printing d e t ice in response tc r c c c i t i n g 

the user se lection; and 
creating a print queue, in response to a command input intc the user int 
erface, corresponding to the printing device based on the obtained infor 
ma t i on < 

83. Cornpite J-cxecutab! e process steps according to Claim 81, wherein th 
e u s e t interface provides a function for managing print jobs contained i 
n a des ipnated print queue . 
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84. Compotcr-cxccuUblc process steps according tc Claim 57 r the method 
further comprising the steps of: 

coot iocous I7 polling print i n g devices ccnaected tc the network; 
determiaing if a c 0 n 1 i g 0 r a t i 0 n of the priming devices has changed; and 
updating the print queue corresponding to a printing device whose cotfig 
illation has been determined 10 ha*e changed. 

85, A computer-readable medium winch stores eomp? t c 1 -ue cu t a b 1 e process 
steps, the c cmp u t e r - e 1 e c u t a b 1 e process steps to manage a plurality af p 

rinting devices on a network, said c omput er-execu tab I e process <teps com 



prising process steps executable tc 


p e r f c 


rm 


a method compr is 


ing the step 


s of : 










detecting a printing device coonecte 


d- cn 


the 


network; 




requesting information from the dete 


cted 


pri 


at i ng device; 




receiving the reqoested i a f 0 r mi t i c q 


f rora 


the 


pr int iog device 


; a d d 


creating a print queie for the print 


ing d 


e v i 


ce based on the 


received i 0 1 


0 r m a t i 0 n . 










86. A c onipa t e r - r e a d a hi e medium acco 


f d i ng 


to 


Claim 85 , woe r e 


in the print 


ing device is detected by detecting 


an a d d r e 


s s a s s i g nine 0 1 mc 


s s a ge sent b 


etween an address server and the p r i 


ct i ng 


dc 


n c c over the ne 


two rk . 


87. A computer-readable medium acco 
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ss assignment message is a DHCP mess 
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1 d i ng 


to 


Claim 86 , where 


in the addre 


ss assignment message contains an IP 


addr 


ess 


and 1 MAC add re 


ss conespon 
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ding la the priaiiof device, 

89. A computer-readable medium according to Claim 85, w h e r e i o the p r i o t 
ing device is delected \>7 seeding a request message to each of a plurali 
ty of network addresses lod receiving a r e s pc d s c message from the p r i q 1 3 
og d c f i c e located at one of the p 1 9 r a I i 1 7 cf network addresses. 



90. 


A computer-readable medium according 


to 


CI 


a i m 


89, 


wherein tbe p 1 u / a 


1 i ty 


of network addresses comprises a oume 


r i c a 1 


r a o i e 


of IP addresses. 


91, 


A computer-readable reed i am according 


tc 


CI 


a im 


B9 f 


where in tbe plui a 


lit, 


of network addresses comprises a p 1 a r 


a) 


it, 


cf 


IP 


address contained - 


with 


in a routing table. 
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evice connected on 
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network . 
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wherein tbe recei 
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red ioUrmalun further comprises printing capabilities o 1 the detected 
pr i ot i ng d e t i c c , 

H. A compiler-readable mediam according to Claim 85, the method furthe 
r comprising the step c f publishing the print q o e n e to the oetvork. 

97. A cam'pntei-readabl e mediae according lo Claim 96, therein the print 
queue is published tc the network according to a set of predetermined t 
ales. 

9S. A computer - r c a d a b 1 e medium according to Claim 85 T the method furthe 
r comprising tlie step of treaties a print queue eatrj in a print queue c 
cafiguratioo database, the print queae entry including configuration dab 
a related to the print queue, 

99, A computer-readable medium according to Claim 95, wherein the cenfi 
guratioo data includes an IP address, a MAC address, a print queue name, 
a server associated with the pjiot queue and printing capabilities corr 
esponding to the pjintifld device associated with the print queue. 
10(3, A computer-readable medium according to Claim 98, the method forth 
er comprising the step of creating a print queue web page containing a p 
lcrality cf links representing each of the print qieue entries in the pr 
iot queue configuration database. 
101. A compnt e r - r e a d ab I e medium according to 

Claim 100, the method farther comprising the step of receiving from a vo 
rkstation on the network a selection of one of the plural it? « * links cn 
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the print qacoc web page, a a d in response to the select Iod, configuring 
the workstation tc prist to the p/iol Queue represented by tbe lick. 
102. A computer-readable medium acceding to 



Claim 101, wherein configuring tie workstation to print to the print que 
ae comprises transferring a prim driver coirespcodiog tc tbe print qneu 
e to the workstation. 
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with the new identification i n f o r nu t • c o . 

105. A compiler-readable medium accoxding lo 

Claim 104. wherein the identification information includes a print queue 
name. 

106. A ccropu te r- r e a d a b I c medium according to 

Claim 104, wherein the i d e o t i 1 i c a t i c o information includes a server that 
raa o a g e s the print queue. 

107. A computer-readable median accoiding to Claim 85. wherein a print 
queue is not created lor the printing device if it is determined that a 
number of existing print queues is larger than a p r c d e t c imi n e d oomber. 

108. A computer -readable medium according to Claim 8 5, the method forth 
er comprising the step of creating a q u e a e service veb page which prcvid 
eS i isei interface to a w r. i k s t a t i c n on the network for print queue nana 
feme d t . 

109. A c omp a t e r -r e a da b 1 e mediom according to 

Claim 108, wherein the user interface presides a process for manual ciea 
t i on of a print queue . 

110. A c cmpu t e r - r ea da b 1 e medium according to 

Claim 108, wherein the process fcr mania! creation of a print quece comp 
rises the steps of: 

receiving a user selection from the user interface designating a printin 
g device on the network; 
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obtaining information a bent the printing device in response to receiving 

Ibe i s e f selection; and 
creating a print queue, to response to a command input i b t c the user i n t 
efface, corresponding to the printing device based on the obtained infor 
nation. 

111. A computer-readable medium according to 

Claim 109, wherein the user interlace provides a function fur managing p 
rint jobs cuBta ioed in a designated print queue. 

112. A computer-readable medium according to Claim 85, the methnrf furth 
e r comprising the steps of: 

continuously polling prinliog devices connected to ibe network; 
detcrmiuiog if a c o n i i g c r a t i o a of the printing devices has chaoged; and 
updating the print quene corresponding to a printing device whose config 
n/atioa has been determined to have changed, 
3. Detailed Description of Invention 
BACKGROUND OF THE INVENTION 
Field of the Invention 

The invention concerns the adcinistiation of printing devices in a nettfo 
rk environment. In particular, the invention concerns the creation and 
management of print qneues c o r re % pond i ng to printiog devices connected c, 
o i network. 

Incorporation By Reference 

U.S. Pateot Application No. 09/664,531, entitled " Ob j e c t -Ba & e d Architect 
lire For Supporting Network Devices/ filed September 18, 2 D 0 0 , li incorp 
orated by reference as if fully set forth in foil herein. 
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Descr ipti o n of the Related Art 

The administrat ion of printing devices in a network environment is typic 
ally a tedious and time consuming task for network a dm i d i s t r a t c I s . In p 
articular, for large and complex network environments having several loc 
al servers, there ma? be a large number of printer* distributed ttncughc 
ot the network. Network administrators must not only install new printi 
eg devices on the network, they must atsc create and manage the print qa 
cues associated with the printing devices and facilitate network users c 
ODDecling to and utilizing the piiating devices. 

[q luge computer networking envi rnnmcots , the administrative tasks reqn 
ired to create and conligore print queues associated with printing devic 
es connected to the network can be demanding. For example, when crealirj 
g a print queue for a printing device, a network administrator generally 
must manually enter information such as the address assigned to the pi i 
d t i ft g device, the particular type of printing device, and the cenfijurat 
ion or capabilities of the printing device. As the number of printing d 
eviccs increases, the tice and eflcrt required to obtain the needed info 
rmatiun and create and configure the necessary print qieues can become e 
iccssively burdens ome . 

Once a print queue has been created and configured for a particular prin 
ting device, network users may begin utilizing tbe piloting device hy Ic 
c.ating and connecting to the desired print queue, and installing any nee 
essary print drivers. However, searching for the desired print qoeue of 
ten requires the network user to search lists of print queues co mi 1 1 i p I 
e network servers. In networking environments employing a large number 
ol servers, finding a desired print queue can be confusing and very time 
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g devices within an existing computer network ire re located or 
d addresses, t f p i c a 1 3 y a d e t w o r I administrator must update the 
tion stcred lor the respective print queues tc leflect any cha 
ress cd the network. Ad d i t i c na 1 1 J . if the name of a print que 
ged, all user workstation* using that particular print queue m 
ated with the new name or the user workstations will lose thci 
nn to the printing device. As the size cf the computer oeiwer 
s , updating print queue confirmation information and ensuring 
t a t i o n s have updated print queue names becomes very time coosu 
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Tbe invention preferably includes dclcciicg a printing device by detccti 
ng an address assignment message scut between an address server and the 
printing device ever tbe u e t w c j k . The i n t e n t i o o also includes detecting 
the printing device bj sending a request message tc a plurality of netw 
0 r 1 addresses and receiving a response meisage from tbe printing device 
located at one of the network addresses. Additionally, tbe [mention in 
c i c d e « detecting a printing device bj broadcasting a request message otc 
r a network and receiving a response message from the printing device co 
needed cn tbe network. 

The invention also preferably includes publishing the newly created p f i o' 
t queue to the network. Additionally, it is preferable to create a prio 
t queue entry in a print queue configuration database thai includes conf 
iguration data related to the print qtfeue. Preferably a web page is ere 
ated containing links representing each of the print queues with entries 

in the print queue configuration database. By selecting a link cn the 
web page, a user can preferably configure a workstation to priat to tht 
print qnene represented by the link. It is also preferable lo detect a 
nev IP address of one nf tbe printing devices and update both the config 
oration of the print qoeoe corresponding to the printing device and tbe 
configuration data in the print queue entry of the configuration databas 
e corresponding to the printing device. Finally, it is preferable to de 
tect new identification information of a print queue and update a connec 
tion betweeo a network workstation and the print qiere tc reflect the ne 
v identification inf o rma tion. 

By virtue of the foregoing, print queues are created and configured upon 
detection of a printing device. In addition, changes in printing devic 
e addresses or print queue identification information are updated in tbe 
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corresponding print queue c do f I g u j a t i c a s , a&d netwurk workstations are 
notified of tbe changes. Accordingly, tedious ind cine consuming tasks 
involved to the management cf network printing devices are reduced. 

This brief summary h 3 f been provided sc that the n a t q 1 e u f the indent ice 
may be understood qcicUy, A more complete n n d e r s t a n d i n g uf the invent 
ton can be obtained by reference tc the following detailed description 0 
f the preferred embodiment in connection with the attached drawings. 
BETA (LED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Figure 1 depict* a network environment in which the present invention ma 

y be practiced. As seen in Figure 1 } network 10 is provided which is a 

typical network that is supported by TCP/IP and other protocols as discu 

S S e d further herein. Connected tc network 10 are workstations 11 and 12 

, server 1(, printers 15 ; 16, 17 and 18, laptop 19 and network manafemen 

t device 20. Network management device 20 is osed to implement the pres 

eot invention for managing a plurality ol network devices, sucb is oeUo 

rk printer* 15, 16, 17 and 18. The configuration and functionality of n 

etvork management device 2 0 i! discussed in mare detail below. to this 
« 

regard, the invention is described belcw with respect to ma n a g eme 0 t of n 
etverk printers; however, it should be appreciated that the present i n v c 
otion of network management device 20 can be ased tc manage any type of 
ne t wo 1 k d e v i c e . 

Workstations 11 and 12 are typical competing workstations having host pr 
ocessor 25 for supporting user interface 29, thereby allowing 1 user of 
either one of workstations 11 or 12 to work with typical applications, s 
nch as word processing, and to access fenctiooal services provided by ot 
her devices on network 10, such as printing services. 
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Server }4 is a typical server having best processor 30 which includes a 
large fixed disk (or containing files and/or applicaticos which can be a 
ccessed and s h a red by ether users od network 10. Server 14 also has dis 
play 31 for supporting osei interface 32. laptop 19 is a conventional I 
aptop computer ha? i n g a hcjt prccessci and display, thereby allowing it 
to operate in a manner similar to workstations 11 a o d If. 
Figure 2 is a block diagram for explaining the internal architecture of 
d e t v o r k management device 20. As seen io Figure 2, network management d 
evict 20 has a configuration similar to that of a server and includes it 
ivcr bus 40, CPU 41, 1AM 42 T Mil 47, network interfaces 44 and 45, front 

panel iatcrface 46 aod fired disk 50. CPU 41 is a programmable micropr 
ocessor which is interfaced tc server bug 40, RAM 42 interfaces to serv 
er hot 40 to provide CPU 41 with access to memory storage, thereby actin 
g as the main rna time memory for CPU 41. In particular, when executing 

stored program instrnctioo sequences, CPU 41 loads the instrsctioo sequ 
encts from fixed disk SO (or other memory media) into RAM 42 and execute 
s those stored program instruction sequences oat cf RAM 42. It should a 
iso be recogniied that standard d i s k -swap p i a g techniques allow segments 
of memory to be swapped to and from RAM 42 and fiaed disk 50. 
IW 47 stores invariant instruction sequences, such as startup instruct! 
oo sequences for CPU 41 or basic input/ootpit operating system ("BIOS") 
sequences for the operation of any peripheral devices which mar be ittac 
hed to server 11 (not shewn). Network interfaces 44 and 45 provide two 
separate and distinct network interfaces, thereby allowing network manag 
ement device 20 to connect to two separate networks as discussed further 

below, As seen in Figure 2, network interfaces 44 and 45 each have res 
pective protocols 48 and 49 for supporting c onmu n i c a t i c n of network man a 
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gemcot device 20 o ? e r network 10 with ether devices cn network 10. For 
example, protocols 48 and 49 can include, bet are not limited tc, TCP/IP 
, HTTP, SNMP, DHCP, and ctber known network protocols, including a varie 
ty of known printing prctccols. 

Front panel interface 4 $ provides tbe interface to front panel 21 prorid 
ed on network management device 2 0 ; t b r r « b F allowing a a s e r such as a s y 
Stem administrator to monitor and inpet configuration information and nt 
bei commands and instructions to network ma o a g erne n t device 20. 



Fixed disk 50 is one example of a c ompu t c r - r e a d a b I e mediam that stores p 
rogram instruction sequences which are executable by CPU 41 so as tc coq 
stitute operating System 51. front panel interface driver 52; network in 
teriace drivers 53, directories 54, servers 55, software modules 56, web 
pages 57, print jobs 58, print queue policy rules 59, print diivers 60, 
print queues 61, and other files 6 2. Operating system 51 can be an ope 
rating system such as DOS, or a windowing operating system for networks 
such as Windows NT, or can be another operating system such as Unix. Yr 
ant paael interface driver 52 is provided fsr supporting frcnt panel int 
erface 46 to communicate with front panel 21. Network interface drivers 
53 support network interfaces 44 and 45 for allowing network management 
device 20 to communicate with two separate networks, as discussed above 
Directories 54 contain directories for. use to implement tbe present i 
nvention for managing a plurality of print devices on tbe network and ar 
e discussed further below. Servers 55 contain necessary protocol server 
s and other servers for implementing tiie present invention and are discn 
ssed lnrtber below. Software modules 56 are utilized to implement the p 
resent invention as discussed farther beluw. Web pages 57 comprise web 
pages which are accessible by users on network 10 or by a system adminis 
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tratcr on netwuik 10 tu access functional s e r v i c e i of printing dciiccs u 
i) netvcrk 10 and tc manage the conf i gnrat icn cf oetwerk management, devic 
e 20 a q d of a plurality uf printing devices which arc managed by network 
management device 20 as described farther below. Pilot jobs 58 cuasist 
of print jabs received by network management device 20 from users on nc 
tw o r k 10, such as wcrkgtations 11 and 12, for sending tc printing device 
? managed by oetwork management device 20. Print queue policy riles 59 
comprise a predetermined set of roles and/nr rules entered by a system a 
dministrator fcr governing bow print queues are created aorf published to 
r each cf the printing devices which is managed by network management de 
vice 21) as discussed further belcw. Print drivers 60 arc print drivers 
for supporting the various printing devices managed by network managemeo 
t device 20 and print queues 61 are print queues created for the printio 
g devices management by network, managenent device 20, Lastly, other fil 
es 62 comprise other files and applicaticos necessary to implement the p 
resent invention and to provide additional functionality to network nana 
geme Qt device 20. 

Figure 3 is a block diagram for showing the contents of directories S 4 . 

Specifically, directories 54 includes device management directory 70, p 
riot qaeue c o n f i g i r a t i c n directory 71 and services directories 72. Devi 
ce management directories 70 include one or more device management direc 
tory which is q S e d tc Store network identification and configuration inf 
omit ion lor each printing device managed by network management device 2 
0 and is explained in further detail below. Print queue c c n f i g u r a t i o a d 
irectory 71 is a directory which contains printer identification inferma 
tiou and printer capability iolormalicu along with other information for 

each prist queue which is created c o r r e i po d d i ng lo o printing devic* ma 
aaged by network management device 20. Services directories 72 inctode 
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a rarictf cl services directories for trading and managing tbe function 
al services supported by one or mere network management devices fur the 
plural i t t cl printing devices supported by the network nsDigenient device 
s. Service? directories 72 It discussed in more detail belcw. 

Figere 4 is a block diagram for explaining the contents of servers 55. 
As seen io FigiMe 4. servers 55 includes DJICP server 75, web server 76, 
print server 77 iod SNMP agent 78. DBCP server 75 allows network canape 
menl device 20 to assign IP addresses to the plurality cf printing devic 
es which it manages, as well as to other devices on network 10. DHCP se 
rver 75 also ha8 the capability to provide a software hook tc which othe 
r modules can register, to this manner, wbtn DHCP server 75 assigns an 
IP address tc a printing device on network 10 and then receives an addre 
ss acknowledgment message from tbe printing device, DHCP server 75 aotif 
ies T through the software hook, the registered software module nf the IP 
address of printing device. This is used to trigger * discovery mcdole 
to then perform targeted discovery of tbe printing device, as discussed 
more fully herein. In the alternative, network management device 20 <a 
n be configured to disable DHCP server 75 when an external DHCP server i 
s utilized on network 10. This fanctionality is discussed in further dc 
tail below. Web server 7 6 is a typical web server and is used to pablis 
h web pages maintained by network management device ZO to other entities 
on network 10, such as workstations 11 and 12, or serveT 14. Print ser 
v e r 7 7 is a print server for managing print queues for onf c r more print 
iog devices managed by network management device 20. Lastly, SNMP agent 
78 allows network Management device 2D to communicate with ether networ 
k devices such as printing devices, ever network 10 in order to Send and 
receive network configuration information and other information related 
to the printing device. Preferably, SNMP agent U initiates SNMP commn 
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oication between network ma o a gemc n t device 20 and ether network devices 
which contain a r SNMP agent fox responding to the SNMP coramuo i c a t i cas . 
Figure 5 is a block diagram for explaioiog the contents of software mcdu 
Its 56 which includes DHCP listening module 80, virtual device modules 8 
1, functional application nodules &2 ; print queue service module 83, dis 
ccvery module 84. and print queue service manager module 85, and disco ve 
ry service manager module 87. DHCP listening module 80 is a module whic 
h can be used ffhen an externa 1 DHCP server is utilised outside ol netwer 
k management device 20, instead of DHCP server 75. [o such a coufigurat 
ion, DHCP listening module 80 can be used to detect printing devices on 
network 10 based ou the assignment of an IP address to a prioiiag device 
by tbe external DHCP server. This f Q Q c t i o na 1 i t y of DHCP listening mode 
le 80 is discussed more lolly below. • 

Virtual device nodules 81 comprise one or more virtual device module w t i 
ch can be initiated in correspondence to one or ncrc printing devices So 
pported by network management d e t i c e 20 go as to extend functional capib 
ility cf tbe printing devices. Fnr example, a virtual device module may 

be executed lo provide secure print i o g functionality on behalf of print 
ing devices wbicli are managed by network management device 20 and which 
do not have secure printing functionality embedded therein, ft sboold b 
e appreciated that such additional functionality can also be implemented 

in software without the use of a virtual device module. 
Functional application modules 82 comprise modules for performing vaiiou 
s applications Such as network secure printing, and which interface with 

virtual device modules &1 to implement the functional services, such as 

secure printing, which are not directly supported by one or mine prioti 
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og devices Qauajed by network management device 20. Functional applicai 
ioo mcdnles are discussed in more detail below. Priot Q.uene service mod 
vie 83 interfaces with discovery module 84 to create a ocw priot que i e w 
hen a new printing device is discovered. 

Discover j nudile 6 4 is a mcdole which is used to perform discovery on de 
tccted punting devices o n network 10 sc as to obtaio information regard 
iog a printing device's network settings, and functional capabilities. 
Depending on the node Ol operation ol network maoigeraeut device 2G, disc 
every nodule 84 can receive notification of a detected printing device t 
hiciigb a software hook from MCP server 75 ? licm classic discovery metho 
ds and/or from DHCP lineoiog module 80. Toe f q d c t i o q a 1 i t y of discovery 

module 84 and print qneue service modale 83 is discussed in more detail 

below. 

Print queue service manager module 85 is a management application which 
allows mnltiple network management devices on a same network to avoid cc 
illusion regarding the detection and discovery of printing devices across 
the network and to distribute and share the processing lead ol sopporti 
Eg tbe various printing devices across the network between the multiple 
network management devices based on available resources of each oetwork 
management device and based oa the location of cacti network management d 
evice within the network. Print qceue Service manager module 85 is disc 
ussed in more detail fcelow. In a similar fashion, discovery service man 
ager modole 87 manages the discovery modules among multiple network mana 
gemcnt devices to prevent confusion in the detection, discovery and maca 
geraent of printing devices. Discovery service manager modnle 87 a ( s c ha 
s the capability tc distribute ibe load for performing discover? of prin 
tiog devices oa a given oetwork between multiple network management de v t 
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esetit invention. In particular, device management directory 70 contains 

a plurality o I entries 30, each entry corresponding I o a particular p i i 
nticg device which has b e c q detected and discovered by network raaoageraen 
t device 2 0. Based on information discovered by network managemeot devi 
ce 2t) from the respective device, a separate cutrj is created for the pr 
inting device and identification i n f o rma t i o d related tc the printing dev- 
ice, along with network configaraticn information cf the printing device 
, is stored in the entry. Fcr example, each of entries 90 has a field \ 
or entering the MAC address 91 of the corresponding printing device. In 

addition, each entry has a corresponding print device type 92 and IP ad 
dress 93 for the printing device associated with the entry. Lastly, net 
work configuration information 94 contains Dctvcrk-rclatcd information a 
sscciated with the printing device for the respective entry, such as dom 
ain name and other network setting information. (n this manner, a diiec 
tory is provided for ma i d t a i n i n f identification information and oetwcik 
con f i jurat i on information of each printing device managed by network man 
agement device 20 for efficient access and marjageEent by a network user, 

sach as a system administrator. When mere than one network management 
device is present across network 10, other device management directories 

are created to provide a common lecatien for maintaining identity and n 
etwork configuration information for all printing devices managed by all 

.network manageraeot devices en the network. This functionality is discn 
s s < d in more detail be lew. 

Figure 8 is a block diagram for explaining print queue configuration dir 
eciory 71. In particular, print qneue cc a f i g o r a t i o n directory 71 cootai 
os a plurality cf entries corresponding to each print queue which is ere 
ated by the prescat invention fcr each printing device which is detected 
and discovered. When a prirjt ajese is created ior a printing device, t 
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he configoratica information related tc the print queue is stored in an 
entry i a print queue ennf Lgurat iou directory 7 ] t n maintain all print q u 
est conligoration information In a coram en location. As seen in Figure 8 
, each e n 1 1 y in print q a e u e configurat ioo director? 71 corresponds to a 
separate print queue and contains information fields for IP address 10 0, 
MAC address 101, print queue name 102, printing capabilities 103 and se 
r f c r 10 5. IP address 100 contains the IP address c f the printing device 

corresponding tc the print queue entry and MAC address 101 also ccrresp 
ends tc the MAC address fcr the priming device. Print qneue name 102 i 
s a name which is detected by discovery from the corresponding printing 
device or. if it is not detected, a nane is generated when the print que 
oe is created. For example, print queue name 102 may comprise z name wh 
ich is simply the make and model o( the printing device which is discove 
red hy network management device 20 Troio the printing device. In a sirai 
lar fashion, printing capabilities 103 contains printing capabilities of 

the printing device associated with the print quese entry. For example 
, printing capabilities 103 can include- bat is not limited tc, color pr 
inting capabilities, recording sbcct-sizt capability such as letter and/ 
or A4, and resolution capabilities. Server 105 is the identity of the n 
etwork management device which is maintaining the print queue for a give 
n printing device. Fcr example, in a network environment haying mnltipl 
e network management devices, different print queues may he distributed 
among the multiple network management devices in order tc balance the pr 
ocessing throughput and memory lead required tc maintain the prim queue 
s . 

Figure 9 is a block diagram fcr explaining the functionality of network 
management device 20 in the network eorironnent of network 10. As seen 
in Figure 9, DHCP strver 75 is provided in network management device 20 
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f o i supporting DHCP commuoiraticns ever network 10 osing the DHCP prolec 
ol. lo particalar, DHCP server 75 can be enabled, snch as by a system a 
dmi n i s t rater through front panel 21, Ic respond to all DHCP address rcqu 
ests oo network 10 lor an IP address. In this c c n f i g u r a t i c n , DHCP serve 
r 75 supports a software hook to which discovery module 84 has prcrcgi st 
ered. When DHCP server 75 receive? a DHCP address request from a device 
on network 10, DHCP server 75 responds tc the reqoesfiag device with an 
assigned IP address. When DHCP server 75 receives an address acknowled 
gment message from the requesting device, DHCP server 75 uses the softva 
re hook to octify discovery module 84 of the assignment of an IP address 
to the requesting device. Discovery module 84 cao then determine! if th 
e requesting device is the type of network device that discovery module 
H should perloria discovery on, and if so, discovery module 84 sends a d 
iscovery request message to t b e device to obtain information regarding t 
he device's network settings, as well as device capabilities and configu 
ration. A predetermined range cf MAC addresses can be used by discovery 
module H to determine whether a device detected by DHCP server 75 is o 
ne for which discovery module 84 should perform d i scovcry . Id addition, 
a predetermined MAC address range ©ay also be used by DHCP server 75 so 
that DHCP server 75 will only provide assigned IP addresses to a prefer 
red set cf network devices., such as network printers. Preferably, disco 
very module 64 compares the MAC address of. the address acknowledgment me 
ssage to the predetermined MAC address range to determine if the device 
is a network printer that should be discovered and managed by network ma 
aagcfiuat device 20. 

[q toe alternative, network management device 20 can also be configured 
to disable DHCP server 75, such as by a system administrator either thro 
ugh front panel 21 or through network c on ( i gu r a t i o o web page 66. For ex 



003-150352 



ample, when an € x t € r n a 1 DHCP rnoiule is used DHCP server 75 is disabled t 
c prevent addressing conflicts and discovery module 84 conducts classic 
discovery to discover all printing devices on network ID. Such classic 
discovery <s ( toe printing devices c a o include, but is not United to, k n 
own techniques such as using broadcast discovery messages, pinging thjcu 
gh a list cf IP addresses, renter table walking, and DNS lookup. For ex 
ample, an SNMP broadcast discovery message can be sent and then discover 
y module 84 can send a targeted SNMP discovery request to each respendin 
g printing device. In the alternative, discovery module can ping throng 
h a list of IP addresses and then sead a targeted SNMP discovery request 

to each responding printing device. As ancthei alternative, discovery 
module 84 can obtain rooter tables from the routers on the network and t 
hen send an SNMP discovery request to each printing device having ao IF 
address in the rooting tables. Lastly, discovery modyle 84 can obtain i 

list of assigned IP addresses from a DNS server oo the network and then 

send an SNMP discovery request to each printing device having an IP add 
ress io the list. (t can be appreciated that other k d own methods of dis 
cavery can be used by discovery module 84 to discover printing devices o 
9 oetwerk 10 when^ an ezternal DHCP server is used instead of DHCP server 

75 in network maoagement device 20. 

In addition to classic discovery methods, DHCP listening modnle 80 can b 
e used to detect an IP address acknowledgment message for a new request i 
ug printing device on network 10. Id particular, DHCP listening module 
80 detects DHCP address acknowledgment messages which contain an IP addi 
ess for a new printing device cn network 10. For example, alter boot-up 

of oetwori management device 20 in the configuration where an external 
DHCP server is utilized, discovery module 84 uses classic disccveiy meth 
ods is discussed above to discover the printing devices existing on netw 
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c r k 10. 



After using Such classic discovery, DHCP listening module BO can then be 
used to detect printing devices *hicb subsequently become operational o 
q network 10 hy detecting the IF address a c k n off 1 e d gme n t message sent Ijo 
in tie DHCP 5 e r v c x i« the new If incorporated printing device to the eitcr 
nal DHCP server. Id this manner, DHCP Listening module 80 tan be used t 
c augment classic discovery in order to supplement the list cf discovere 
d piinting devices liter initial b o o t - « p of network management device 20 
DHCP listening module 80 also uses a software book, to which discover 
y module 84 has preregis tcxcd 7 lo notify discovery module 8 4 wheo a new I 
y incorporated printing device has been detected. Discover? module 84 t 
hen initiates a discovery process for obtaining information from the new 
ly incorporated piioting device, as discussed in more detail below. DHC 
P listening module 80 can also use a MAC address range in order to liste 
n only lor FP address acknowledgment messages c c r t e « po s d i n r to a particu 
lar class Of network devices, such bs oetworl printers. 

As discussed above, when ao eiteroal DHCP server is used, discovery mo d u 
le 84 uses classic discovery methods to discover printing devices on net 
work 10, after which DHCP listening module 80 can be used to discover su 
bsequeotly incorporated printing devices. On toe other hand, when DHCP 
Server 75 is utilized, disccvery module 84 is notified through the soft? 
are heck from DHCP server 75 of a detected printing device. l?ejrarnl less 
of the manner in which disccvery module 84 becomes avare of a detected p 
Tinting device, discovery module 64 initiates discovery of iofoimaticn I 
rom the printing device. Preferably, disccvery module 84 seeds an SNMP 
information request tc the detected printing device by using the IP addr 
ess of the detected printing device, the detected printing device then 



(62) %fffi 2003-150352 

responds with in 5NMP 1 n f c r ma i i o n message to provide the requested infer 
initio n to discovery module 8 4. Discovery module 8 4 creates an entry fci 

each discovered printing device in device management directory 70. As 
discussed above, the entry corresponding to each discovered device in de 
vice management directory 7 0 ioc lodes the IP address, MAC address, print 
iog device type and network cenfiguratien informal ion corresponding to p 
rinter 13. Discovery mcdole 84 also notifies print queue service rnndule 

33 of each discovered printing rl e v i c e so that print ^ueue service mcdu! 
e 83 can create a new print qieue fnr the printing deuce and place the 
new print queue irj print qaeue* 61. Print queue Service module 83 Hsg 
creates an entry in print queue configuration directory 71 which contain 
s i de a t i f i c a t i o n information for the printer , such as IP address, MAC ad 
dress and printing device type, as well is a print qocue name and prioti 
ufl device capabilities. In this manner, the network configuration of pr 
i n t i ft g devices is easily managed and print queues arc efficiently create 
d and maintained for the detected printing devices. 

Although the block diagram of Figure 9 shows that network management dev 
ice 2 0 is only using one of network interfaces 44 and 45 for connecting 

i 

to network 10, another configuration is supported by network management 
device 20 in which one of the network interfaces is used to connect to a 
tether aetwerk, sich as a local network en which only printing devices i 
eside. fo such an environment, DHCP server 75 can be configured to resp 

0 n d only to IP address requests from printing devices on the secood loca 

1 network, thereby leaving DHCP server U of server 14 ic respond tc alt 
other IP address requests on oetwork 10. Id this manner, printing devi 

ces can be physically isolated from til other network devices on network 

10 to prevent u aa u t b c r i i e d use and managed use of the printing deyices 
connected to the second local network through network management device 
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20. The functionality of this embed iment is disenssed in more detail be 
low. 

As also seen in Figure 9. web server 76 allows web pages such as ibese d 
escribed j? i t b respect to Figure 6, tc be published over the network to o 
etwork users, Such as a user at wciks taiicn 12 cr a network administrate 
r at server 14. Lastly, (miction application nodules B2 can provide net 
work -vide functional capabilities icr the priding devices m a □ a g c tl by ue 
twerk manage neat device 20 and interface with virtual device containers 
81 fur Supporting such network applications on behalf cf printing device 
s managed by network management device 20. For example, functional appl 
ication modules 82 may include a secure printing application which allow 
S users on network 10 to provide prior jobs tc printing deYic'es managed 
by ictwoik management device 20 in a secure fashion. Even though the pr 
inting devices do not have the embedded functionality for supporting sec 
in e printing, ? i 1 I q a 1 device containers 81 act en behalf of their respec 
tive printing devices to sopport such functionality. In this manner, ne 
twork management device 20 is an extendable management tool for efficico 
tly managing printing devices on a network whereby additional functional 
ity can be added depending on the needs cf the particular aetwerk. 

In addition, network management denct 20 can control a network device » 
hich it manages, Such as a network printer, so as to reconfigure the net 
work device for efficient operation under the management of net evert ma a a 
gement device 20. For example, if a network printer is connected to net 
work management device 2 0 cTer the lecal network, then network managemen 
t device 20 can use SNMP messages to reconfigure the network printer. S 
ach reconfiguration of the oetwcik printer can include, but is not limit 
ed tc, iflstiuctions for the network printer to stop supporting certain p 
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rctocoU and t f. only nsc the pxutocol which network management device 20 

uses tc c crociu ni c a t e with the network printer. 
Figure 10 is a flowchart depicting a process performed by aetverk manage 
ment device 20 to create print queoes corresponding tc network printing 
devices discovered on network 10. As discussed above, discovery of net* 
crk printing devices cn network 10 is coordinated through discovery rncdu 
le 81. Id step S 1 0 0 1 , the discovery process is initiated when discovery 

raodoie 84 is activated by network ma oa g cne a t derice 2 (L 1 n step S 1 0 0 2 , 

discovery module 84 determines if network devices connected to network 
10 have been detected and assigned IP addresses prior to discovery modul 
e 8 4 becoming active. Checking for previously detected network devices 
may occur in different ways depending cn the manner in *h i c h d i S c o v c r y n 
odule 84 is being notified about newly detected network printing devices 
Tor eiample, if DHCP server 75 is active and assigning new [P address 
cs to revesting network devices, discovery module B4 will qncry DHCP se 
rver 75 for all network printing devices that have been assigned IP addr 
esses prior to discovery module M becoming active. On the other haod, 
if DHCP server 75 is net active and an external DHCP server, such as DHC 
P server 34, is being otiliied to assign JP addresses tc requesting netw 
o r k devices, discovery module 84 otiliaes classic discovery methods (as 
discussed above) to detect existing network devices. Accordingly, disco 
?ery module 84 can identify all network devices connected to the network 

and assigned IP address prior to discovery module 84 becoming active. 
If there are no existing network devices on network 10 when discovery mo 
dule 84 is initialised, discovery module B4 waits for notification of a 
new device in step S 1 0 0 4 . Notification received by discovery module 84 
may be limited to network devices with specific IP addresses cr specific 
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MAC addresses in order tc limit, which network devices uu net veil 10 wil 
I be supported by network nnnagemeot device 20. Per this embodiment, we 

arc assuming that disccfery re-dole 84 will only be notified of newly di 
scorcrcd printing devices. Motificaticn cf a new device may come in dif 
fcrcnt ways as described earlier. Fcr example, a software heck within D 
HCP server 75 will notify discovery module 84 of a tie* net.wcrk device wb 
en an address acknowledgment message is received by DKCP server 7S (iom 
a network device that requested an IP address. In the alternative, when 

an external DHCP server is being used, DHCP listening module 80 will li 
steo on network 10 fcr an address a c 1 d c wl edgme o t message from a network- 
device requesting an address from an external DHCP server and notify dis 
covery module 84 of any such network device. Regardless cf the manner i 
n which discovery module 84 is notified cf i new prilling device, the no 
tificaticn includes sufficient ideat ificaticn information of that piioti 
ng device to allow discovery module to communicate with the printing dev 
ice, Such information might include, but is not limited tc, the fP a d d r 
ess and the MAC address cf tbe newly detected printing device. 

If discovery module 84 has been notified cf a new printing device, or iu 

step S 1 0 0 2 in existing printing device has bees food, tbe print queue 
creation process proceeds to step S 1 0 0 5 where discovery module 85 obtain 
s additional information frcra the printing device. For purposes of this 
description, assume that printer 18 is a newly detected printing device 
fa step S 1 0 0 5 , discovery module 84 sends an information request mess a 
ge tc printer IS via SNMP ageol 78 using the IP address provided in tbe 
n c t i f i c a t i n n , Id response tc the request message, printer 18 Sends a re 
sponse which includes information including, hut not limited to, tbe typ 
e and model cf printer 18, as well as information regarding the availahl 
e functions and capabilities of printer IS. The information might also 
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include available paper sizes, cclo capabilities, print speed, r e s o 1 q t i 
on r etc. As discussed a b c v t , discovery mode I e 84 uses 1 1 i E informal inn 
r c c e i ved from printer 18 to create an entry in device ma n a g e me n 1 d t recto 
ry 70. Additionally, discovery module 84 forwards this information to p 
riot queue service module 83 in step 51G06 so that print queue service m 
odde 83 can use the information in the creation of a print queue corres 
pondi Dg to printer 18, 

lo step S10QS, print QBene e e r v l c e mo d o I e 85 creates a print queue ccrre 
spending tc printer 18, and configures the piint queue using the informa 
lion, Scch as the addresses, printer type, configuration and capabilitie 
s ; obtained f r o m rj r i n t e r 18 via 5NMP agent 78 by discovery nodule 84. T 
he created print queue is named according to a set of predetermined rule 
s set up by a network administrator. For esamplc, the print queue may b 
c named according tD the make, model, IP address or other attributes (ct 

combination of attributes) cf the corresponding printer. Additionally. 

a print queue flame may be obtained from printer 18 in the information o 
btained by discovery module 84. Once configured, the newly created prin 
t qnene is stored within print queues 61. Accordingly, a print queue ca 
n be created and configured automatical I y for a newly detected network p 
rioting device (cr a previously detected piloting derice) without reqair 
ing a network administrates to manually eater the coofi^uration informat- 
ion. 

In addition to creating a print quene to be associated with printer 18, 
print queue Service module 83 create? a print qsene entry in print queue 
configuration directory 71. As disenssed above, print queue configuut 
ion directory Ti contains a plurality of entries c c r r t s po nd i ng to print 
queues created and configured by network minagemenl device 20 thereby pr 
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chiding a common location for print queue configuration information for 
all existing print queues cd network 10. As shewn ic Fig. & , e a c b entry 
in priot queue configuration diieciorj 71 contains fields lor IP addres 
s , M.AC address, print queue name, printing capabilities and the server m 
anaging the print qaeue, The fields for eacb entry are completed by pri 
ot queue service module 83 using the information used in creating and CO 
cfi?uring the particular print queue. 

As mentioned earlier, print server 7? is a priot server for managing the 
print queues of one or more printing devices rnaoaged by network managem 
c d t device 20. Once a print queue is created and configured by print qu 
cue service module 83, the print queue is registered with print server 7 
7. Print server 77 tben proceeds to publish and make the print queue a* 
ailable to client workstations connected to network 10 using cenveuticua 
) protocols such as SMU . (o addition, print server 77 raaj utilize pjint 
queue policy rules 59 to regulate use of the priot quenes bj client vror 
testations connected to network 10. 
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Figure 11 depicts a p r n c * s s f c i c c o I i g u r i n g a c i i e o t vcri&taticc L c u i i 1 
ize a piitt queue ecrrespending to ooe cl the Dctvcik printers, such as 
printer 18. In step SI 101 . print qiece w e b p a & e 89 is o p c & c d at w c i k s t a 
tion 12 u s U g user interlace 29 and a cooveocicQS 1 browser installed o d 
host processor 26. Viewing print qneoe web page 89, a ncUcrk user at w 
crkstation 12 can search a single listing ol all available pilot queues 
on network 10 and select a particular print queue. Using user interface 

29. a network user may select a desired print queue. Selection maj be 
performed by typing in the print queue name within iser interface 29 or 
by selecting a link associated with the desired print queue within print 

queue web 89 page using a pointing d e t ice s a c h as a mouse. 
In step S 1 1 0 2 , network management device 20 receives the selection from 
the available print queues made by the user at workstation 12. Network 
management device 20 then searches p t t o t drivers 60 lor the appropriate 
print driver associated with the selected print queue, la step S1104, N 
etwoik management device 20 configures the client workstation hy sending 

a o d installing the appropriate print driper from print drivers 60 on wc 
rkstation 12 via network 10. Once the print driver is installed on work 
Station 12, in step SU05 network management device 20 establishes a con 
oectioo between workstation 12 and prist server -77, thereby allotting p/i 
at jobs to be sent from workstation 12 to the selected print queue . The 

present invention is not limited to the method described above for conf 
igurinf a client workstation. For example, the network and the client w 
oikstations maj utilize an operating system and printing protocol which 
do not utilize priut drivers, such as a UNIX based system. In that case 
, network management device 20 weald eiecnte the necessary functions in 
step S 1 1 0 4 to make it possible for the revesting client workstation to 
establish a connection in step 5110 5. 
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In the course cf managing a computer network, network devices may need t 
c be re I qc 6 ted or /ep laced. When a device is relocated, it may need to 
b a"v c a new IP address assigned Ic it for ccroouoicaticD within the net w or 
k. In addition, when dynamic busting protocols such as DHCP are used to 
administer IP add Jesse 5, situations may arise vheic a network device is 
assigned a new IP address. If a n e t wti i k printing device is assigned a 
new IP address, it is essential that the print queue associated with tha 
t printing deuce is updated with the n c v IP address in cider to maintai 
n consistency for the client v<; ikstat iocs connected tc that particular p 
rint qutne for printing pmposes. The flowchart depicted in Figure 12 d 
emenstrates a process for automating the task ol updating print queue co 
nfigurations with new IP addresses. 

As described vith reference tc Figure 1 Q , either by DHCP serrer 75 or by 
DHCP listening module 80 detects the assignment of IP addresses tc netw 
orfc devices and notifies discovery mcdnle 84. Fcr the purposes ol this 
example, assume printer 18 has been relocated on oetwork 10 and is assig 
oed a new IP address by DHCP server 75. In step S 1 2 0 1 , the assignment c 
f an IP address to printer 18 is detected. In step S 1 2 0 2 . discovery mod 
ule 74 is notified that printer 18 has been assigned a new IP address, a 
nd discovery module 8 4 is provided with the IP address assigned to print 
er 18 and the MAC address cf printer 16. . 

Upon receiving notification that printer 18 ha* been assigned an IP addr 
ess, in step Si 2 0 3 discovery module 84 compares the MAC address ni print 
er 18 with those listed in the entries of device management directory 70 

Since printer 18 was previously connected tc network 10, an e n t r f is 
found aoder the MAC address of printer 18 together with its previous IP 
address. Using the pair cf address (IP and MAC) from the entry, print q 
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u e u e service module 83 can identify a previously created print queue ass 
ociated with printer 18 by referring to print queue configuration direct 
o r y 71. Ooce the p i i n t queue is identified, the process proceeds to ste 
p S 1 2 0 5 . Io step 5 1 20 5 , discovery mcdole 84 instructs print queue servi 
ce module 83 to update the configuration of the print queue in print que 
ues 61 associated with printer IB sc that the fP address reflects the ne 
wly assigned IP address. In addition, in step S12Q6, print queue sc;vic 
e module 83 updates the IP address entry for the print queue in print qu 
eue configuration directory 71 tc reflect the new IP address of printer 
IS, Accordingly, all network users with connections to the print queue- 
associated with printer 1? will be able to naiatain their connections wi 
t h o u t interrupt iou due to the IP address change. Additionally, the n e t w 
oik administrator is not required to ma a n a 11 r eta n ge the configuration 0 
r entry in print qocuu c 0 n I i g u r a t i 0 0. directory 71. 



The process described with reference tc Figure 12 is an expaosioo of the 
process described in step S1004 with reference to Figure 10. In the cv 
ent that no match is found by discovery module 84 in step 51203, the del 
ected network device has not been previously detected (01 at least not w 
ithin a predetermined time frame). The process then proceeds to step Si 
005 within Figure 10 and a print queue is created according to the prccc 
ss described there. 

In addition to print queue web page 89. network management device 20 als 
0 maintains queue service page SS , which allows users, preferably networ 
k administrators, tc access and manage the print queues associated with 
printing devices managed by network naoagemeot device 20 and any other n 
etwork management devices connected to network 10. Web server 76 poblis 
bes queue service page 88, thereby alio wing a user to access the page fr 
om a server, such as server 14, using usci interface 32. 
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Queue service web page SS provides a user with many functions. For exam 
pie, using Queue service web page 88, i user cats perform queue managemeu 
t functicos including, but do I limited to, manually creating or rcmcviog 

print queues, pausing aod resuming the operation of a print queue, pare 
ing a print queue, aod editing the driver associated with a print queue. 

In additioo, queue service web page 88 at lows a user tc manage indirid 
uat print jobs within individual print queues. For eiample, a print job 

may be paused, restarted, cancelled cr reordered. Accordingly, queue s 
ervice page 88 affords a user a large amount of control over print queue 
s associated v i t b t b e p r i n t i d % devices of network 10. 

As mentioned abc-fe, qu e a e service web page 88 allows a user tc manage ex 
istiog print queues on network 10. Using Roeue service web page 88, ao 
administrator may rename the queue associated with printer 18 using queu 
e service web page 88. However, if the name of a print queue is changed 

all network devices, such as workstation 12, that use that particular 
print queue, will nc longer have a connection with printer 18. Each net 
work device with a cooaectiou to printer 18 roast learn the new print que 
oe name of the print queue associated with printer 18, and the cuufigura 
ticn on each network device must be modified tc reflect the new print qu 
eue narae. Additionally, a network administrator ma? reassign a paiiicul 
ar print queue to a different server during netwgrk admi n i tt r a t i on or to 
provide for load balaocing. As with changiug the name of a print queue 
all network devices with a connection tc printer i 8 must bate their co 
noection updated tc reflect the new server in order to continue to use p 
rioter 18 corresponding t c the particular print queue. 

Figure 13 is a flowchart depicting a process for updating print queue co 
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nncclicos when the identification information cf a print queue has beta 
changed. Fcr example, the nam? of a piinl queue raaj be changed to prnvi 
d e lor easier identification o i a particular print queue. Additionally. 

a prim queue may be moved to a different server by a network adroinistr 
a tor while organizing the network of to facilitate lead balancing among 
multiple printers available on the network. Regardless ol the type cf c 
b a o g c , when the identification information oi a piiot queue is modified, 
client workstations on the network will no longer be able to send print 
jobs tc the modified print queue until their connections have been jpda 
ted. 



In siep SI3Q1, the identification inforraaticn cf a print queoe within pr 
inl queues 61 is modified either by a network administrator or another p 
rncess operatic? on network management device 20. In step 513 0 2, print 
queue service module 83 compares the identification information of the m 
odified print queue witb the entry in print queue c c n f i g o r a t i c d director 
y ?1 corresponding tc the modified print qaeuc, ind modifies the entry t 
o reflect the changes made to the particular print queue. fn step S 1 3 0 4 
, print qoeoc service module 83 identifies client workstations connected 

to net v orl 10 which are configured tc utilize the modified print queue 
by querying print server 77. Finally, in step S1305, the connection bet 
ween a client workstation identified in step S13A4 and the modified prin 
t queue is updated In reflect the new identification information cf the 
print queue. Accordingly, client workstations connected to network 10 c 
an continue to use print queues within print queues fil regardless of any 

modifications made to print queue identification information. 
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cn c r the protocol used fcr c c mm u a i c a 1 1 d g between the client workstation 

aod tbe printer. For example, wheo a print queue is modified, network 
manage mot device 2 0 may simply act My software installed on the i dent if 
ied client worlrstat ion cf the new ident i ficst Icq iofcrmatioo using a pre 
tocol sues as SMP. Tbe scfUare \¥ c u 1 d then update the configuration cn 

tbe client workstation. Alternatively, tbe client workstation may silo 
w remote ccofiguraticn thereby a I lowing a network a drai n i s t r a tc r or a mod 
u 1 e within oetvork management device 20 to remotely configure the client 

workstation with the tew identification information of the print queue. 
Other embodiments may utilize other protocols such as LPD, providing j 

level of indirection and allowing the connection coufiguratiun to be up 
dated within the prior server. Regardless of tbe updating method being 
used, the present invention maintains tbe connection between a client wo 
rkstation and a print queue without requiring action from i network user 
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C address) range of printing devices to be supported by network manageme 
nt device 20 using queue senice web page 88. Upon being notified nf a 
new printing device by discovery module 84, print queue service module 8 
3 wM I not proceed with the automatic creation of a print queue when the 
existing number of print queues being supported by network management d 
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c ? i c e 20 Las reached a maximum number set by a netwcik administrate: ci 
if the IP address (ci MAC address) falls cut side cf a predetermined rang 
c. If an administrator wishes tc add another prist queue under these si 
unions, as well as others, manual creation cf the prict queue must be 
performed using qaeae service Feb page 88. Figure 14 depicts a process 
f o i manually creating a pxiot quece fcr a network printing device. 

In step S14QI, a user, preferably a network administrator, selects raanaa 
J print queue creation using queue service weh page 88. Queoe service w 
eb page &B then provides en interface fcr the user tc create and conligu 
re a print queue for a particular network printing device. In step S 1 4 0 
2, the user is gi/ea the option o( creating i print queue for* cither a p 
reviously discovered printing device or new printing device - If the use 
r selects creating a print qieae for a oe* printing device, the nser the 
n provides identification information abcot the printing device in step 
514 04, thereby allowing network management device 20 to contact the prio 
ting device over network 10 to obtain additional information from the pr 
intiug device. The provided identification inftrmat i on inclsdes, but is 
not limited to, the IP address of tbe printing device as well as the tj 
pc of printing device. 

If the nser opts to create a print qneue for a previously detected print 
ing dcMCC io step S 1 4 0 2, the user is provided with a list of current pi 
intiug devices. The list is generated by referring to device management 
directory 70, which as described above, contains an entry fcr each netw 
ork d e f ice detected by network management device 20. The user then sele 
cts from the list of current printing devices in step 51405. Alternativ 
ely, the list from which the user selects a printing device could be gen 
erated by disco?eiy module 84 performing one cf the classic discovery me 
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thuds discasscd earlier 10 compile a current list of network devices. 0 
nee disco v e j y bad bccB completed by discovery racduic 84. the list vocld 
then be generated and displayed for the user to select It owl. 

Aftei the user has entered identification i n f o rma t i o d for the printing d 
evice in Step S 1 4 0 4 , or selected a current print i n j device in step S 1 4 C S 
, the process proceeds to step S14D6 wheic the parameters reqoired for c 
enfiguriog the new print qacue are obtained. Discovery module S4 obtain 
s additional information from the punting device using a serrice such a 
s SNMP agent 78 as described aoc*e regarding step 51005 in Figure 10. A 
dditicnally, the nser is prompted for infermatiuo needed to establish ot 
her properties of the print queue such as load balancing, fail o?er prtn 
ting, automatic share reconfiguration, etc. Once all the necessary info 
r m a t inn has been obtained fium the printing device and the i s e r , priut q 
uent strnct module 83 is piuvided with the obtained information and ins 
fcrncted tc create a print queue in step S 1 4 0 8 . In step SL408, Print que 
■ e service module 83 creates a print nuene in the manner described above 

regarding step S 1 0 0 8 in figure 10, 
The present invention has been described with' particular illustrative em 
bodi meats, Jt is to be understood that the invention is net limited tc 
the above-described enbad ine n t s and the various changes and modification 
j nay be made h y those cf ordinary skill in the ait without departing ir 
o m the spirit and scope c f the invention. 
4. BRIEF DESCRIPTION OF THE DRAWINGS 

Figure I is a depiction of a network environment in which the present i 
ovention may be practiced. 
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Figure 2 is a block diagian i I I u s t r a ; i a g h internal architecture a oet 
work management device according to one cubes i men- ol the present invent 
ion. 

Figure 3 is a block diagram depicting directories f o i c s e in one embodim 
eot of the present invention. 

Figure 4 is a blcck diagrac depicting servers (or use in c o e embodiment 
cf the present invention. 

Figure 5 is a block diagram depicting software modules for use in one e 
mbodiraeat cf the present invention. 

Figure 6 \i a block diagram depicting the web pages fci use in one embe 
dimect cf the present invention. 

Figure 7 is a blcck diagram depicting a device manageneot directory for 

use in one embodiment of the present invention. 

Figure 8 is a block diagram depicting a print queue configuration direc 
tory for use io one embodiment of the present invention. 

Figure 8 is a block diagram illustrating the functionality of one embod 
iment of the present intention in i network environment. 

Figure 10 is a flowchart depicting a process for creating print queues 
corresponding to network printing devices. 

Figure 11 is a flowchart depicting a process for configuring client work 



Stat ions. 

Figure 12 is a flowchart depicting a process f c r monitoring and updating 

network printing device address information. 

Figure 13 is a flowchart depicting a process for updating ccnoeciions wi 
th new identification inlcrmation. 

Figure 14 is a flowchart depicting a process for manual creation of pita 
t qu e ae s . 
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80 



DHCP LISTENING MODULE 



81 



VIRTUAL DEVICE MODULES 



82 



FUNCTIONAL APPLICATION MODULES 



83 



PRINT QUEUE SERVICE MODULE 



84 



DISCOVERY MODULE 



55 
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I . ABSTRACT 

Managing a plgrality of printing devices on a network, including detect 

1 □ g a printing device cconected on tee jietwiwk, requesting i n f o r m a I i o □ f 
rem the detected printing device, receiving the requested information fi 
on the printing device, and creating a print queue for the printing devi 
ce based on the received information. 

2 . Representative Drawing 
& L 



